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1. Introduction to Risk Management

1.1 A Practical Approach

The HAIAF has been instrumental in developing and supporting the effective application of risk management in housing associations.  In 1998 it published its first ‘Practical Guide to Risk Management’ with a forward from The Housing Corporation.  This guide aims to comprehensively update that guide, ensuring the same practical focus. It has been designed to appeal to both risk management practitioners and housing association managers who can dip into the guide for tips and techniques on managing risk in the context of their organisation. 

Corporate governance, risk management and effective control have always been the concern of Boards and senior management teams, even if the language has changed over the years.  The Housing Corporation’s Regulatory Code
, has prompted a change in focus towards finding the most useful and effective means of implementing a comprehensive and dynamic risk management process.  Section 1 of The Code requires that

· Housing associations must operate a framework that effectively identifies and manages risks: (1.2)

· identifying all major risks that might prevent them achieving their objectives; (1.2.1)

· with the necessary arrangements to manage risks and mitigate their effects. (1.2.2)

· The association’s risk management framework highlights key risks and how they are to be managed. (1.2a)

Undoubtedly there are many publications available to housing associations on the topic; so why produce another guide on risk management?  The rationale behind this guide is that it aims to be a ‘practical’ guide.  It is written by risk management exponents for both users and providers of risk management services.  

It is not an academic treatise on risk in general and you won’t find any complicated statistics in here either.  It attempts to provide an overview of key developments and good practice in risk management, together with guidance on what has been found to work well in practice and the tools to help you apply to your organisation.

1.2 A Quick Tour of this Guide

The guide starts by looking at the development of risk management in the wider world and how it has affected housing associations.  If this is familiar to you then we suggest you skip this short section and move onto section 2 which outlines some key aspects of developing your risk management framework in practice.  For example, if risks are to be assessed against the association’s objectives, have these objectives been correctly stated? Has your board clearly identified the type and level of risk it is prepared to take?  Does this fit with the executive management expectations?  We show you a useful way of starting this debate and getting some quick answers.  There is also guidance on running a risk workshop – starting with what you need to get out of it and also covering some tricky issues such as ensuring everyone contributes and working in the absence of clear objectives.   And how many risks is the right number?  Who should be involved?  How does a Risk Panel work?  We hope to give some insight into these and other common questions.
In section 3 we look at embedding risk management.  This is all about how risk is built into the way the organisation works to make it a useful addition to the management process.  There is a key question checklist to measure yourself against and some thoughts from a senior housing manager on managing risk on the front line.  We also consider how we can learn from control failures and risks that have materialised, and have in the appendix a sample procedure for reporting such events.

In section 4 we take a serious look at assurance mapping – an invaluable exercise to provide the board and senior managers with comfort that risks are well managed.  We look at the role of internal audit in providing assurance on key risks and how this impacts on the Audit Plan.

Finally we conclude by looking to the future and what developments we can see emerging in risk management over the next few years.

The HAIAF, in its mission to be a beacon of best practice, hopes that this guide will become a valuable tool to anyone with an interest in risk management.

1.3 Risk Management in Housing Associations

Risk Management within the Social Housing sector has taken the logical route of keeping abreast of best practice from the private and public sector and developing it specifically for the housing sector without placing unrealistic burdens on housing associations.  This approach culminated in the Housing Corporation’s Internal Controls Assurance Circular (R2 - 25/01)
, which requires associations to identify sources and types of assurance the Board should receive to enable them to review the effectiveness of the system of internal control.  This should be done in relation to their key risks and the safeguarding of assets.  The Housing Corporation has produced a series of Topic Papers following publication of its Effective Risk and Business Management: in 2000.
  A list of these is included in appendix C – Further Reading.  All are downloadable from the Housing Corporation’s website – see appendix B – Useful Websites.

1.4 Historical Context and the Development of UK Corporate Governance

It was in the second half of the 17th Century that mathematicians first began to understand the concept of chance, or probability, and to devised formulae to calculate the probability of events occurring or not occurring.  It was in this period that most of the mathematical tools used by modern risk managers were developed, including the statistics.  These tools became vital to the emerging business of insurance, which grew rapidly during the early 1700’s following the launch in 1696 of Lloyd’s List by Edward Lloyd from his coffee house in Tower Street, London.  However, the business of insurance was about betting on the probability of risk being realised: it was not about trying to minimise, or manage that risk.

It was only in the 20th Century that the concept of ‘risk management’ began to emerge in the industrial and manufacturing sectors.  The risks being managed were almost entirely physical or operational, with the aim of reducing damage to assets or accidents to staff.  Hence the frequent assumption that risk assessments relate to Health & Safety.

Only with the financial failure of several large businesses in quick succession did the concept of managing risk within an organisation start to expand beyond the operational to include all manner of risks faced by an organisation, including financial, reputational and other risks.

The Cadbury Report
 addressed the issue of the financial aspects of good corporate governance within organisations and what good governance means. Cadbury required listed companies to ensure they had effective systems of internal financial control in place.  With the spotlight on governance, the Nolan report was produced
 on ‘Standards in Public Life’ which focused on governance in the public sector.  In addition Directors pay was examined in the Greenbury Report
.

By 1998 it was time for a review of the Cadbury report, taking into account changes in governance expectations and pulling together all the best practice that had been published in the interim into one ‘Combined Code on Corporate Governance’
.  Section D.2.2 of this report, concerned with reviewing the effectiveness of internal control required further guidance on how this would be applied.  It said that:

‘The board should, at least annually, conduct a review of the effectiveness of the group’s system of internal controls and should report to shareholders that they have done so.  The review should cover all material controls, including financial, operations and compliance controls and risk management systems.’

For the first time, the concepts of governance, internal control and management of risk were linked, to ensure the achievement of a company's prime objective: to increase stakeholder value.   Guidance on applying this Code Provision was provided by the Turnbull Report
.  The Turnbull report guidance was used as the basis for The Housing Corporation’s Circular R2-25/01 Internal Controls Assurance.  Following this guidance and other guidance on the applying the Code (The Higgs Report and Smith Guidance on Audit Committees) the Combined Code was amended and re-published in 2003
.    The Combined Code and all related guidance can be downloaded from www.frc.org.uk.

1.5 Current Developments

In the last three to four years, every part of the public and not-for-profit sectors has seen the introduction by regulatory bodies of requirements for organisations to implement risk management.  Reporting on this implementation has become a key part of organisations’ annual reporting requirements, in the form of Statements on Internal Control.  Three key developments have been seen in the further evolution of risk management.  

Embedded risk management is the term used to describe risk management processes which have been immersed into the culture of an organisation, so that risk management occurs at all levels, not just the corporate/strategic level.  (See section 4 of this Guide).

Enterprise risk management:  ERM is the term adopted to describe the development of processes to identify and manage risk across the whole organisation, group or enterprise.  Risk management in the guide refers to enterprise risk management.

Assurance mapping to develop an assurance framework is the term given to the process of identifying and mapping the sources of assurance and the level of assurance achieved for the board to be reasonably sure that key risks are managed effectively.  The purpose of the Assurance Framework is to give board members confidence that the risk management strategies upon which they are relying are effective and are being applied.   

2. Developing Your Risk Management Framework
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2.1 Strategy - Keeping it Simple

One of the most important ways in which everyone can contribute effectively to a risk aware culture is to make the terminology as simple as it really is and not over-complicate it. Risk Management is a process that everyone at some level manages by instinct.  Understanding meaning and good communication are everything in a process that relies on people coming to a conclusion about the same event. So what do we mean by risk?

The Housing Corporation defines risk as “the threat that an event or action will adversely affect an organisation's ability to achieve its business objectives and execute its strategies effectively.”

This definition of risk defines it as a negative event.  However, risk can also arise from what does not happen – an event which does not occur can also be a risk for an organisation if it represents a lost opportunity.  Although the idea of positive risk is more common in the private sector through the medium of profit, the growth and expansion of Housing Associations into large social enterprises makes this concept increasingly important.

Risk is measured in terms of consequences (impact) and likelihood (probability).

Risk comes from both the internal environment within an organisation and the external environment within which it operates.  The internal factors tend to be the more controllable, whereas the external factors tend to be the least controllable by the organisation.  Nevertheless, there are ways in which both sources of risk can be managed effectively.

There are a large number of potential sources of risk which organisations need to consider.  Examples have been given below for both internal and external sources.

Internal Factors:

	Human Resources
	Not having people of the right quality

Poor methods of training and motivation.

Mistakes made by staff, both deliberate and inadvertent.

	Information Systems
	Failures in processing systems.

Lack of appropriate or necessary systems.

	Management Information
	Poor decision making.

Decisions made using flawed information.

	Strategic Choices 
	Adoption of an inappropriate business strategy.

	Operational Activities
	Flaws in day-to-day operational activities.

	Change
	Changes in personnel, activities, management responsibilities or any other aspect of the organisation, affecting the way procedures and controls are applied and their effectiveness.


External Factors

	Technological Developments
	Developing new technology.

Failing to develop new technology. 

	Political Changes
	Changes in political direction.

	Regulatory Changes
	Changes in the regulatory framework.

Enforced changes in operating activities, policies, strategies.

	Economic Changes
	Downturns in the economy.

Level of employment.

Cost of borrowing.

Cost of construction.

Level of demand. 

	Competition
	Risks arising from increased or new sources of competition.

	Social Changes
	Changes in customer needs.

Changes in customer and stakeholder expectations.

	Catastrophes
	Natural disasters or “acts of God”.

Catastrophic accidents, which are usually caused by system failures.

	Terrorism
	Disruption and damage.

Random and unpredictable events. 


2.2 Risk Appetite or Tolerance?

Risk cannot be completely avoided. However, it can be managed by organisations, to ensure their survival and the achievement of their objectives.  It has been said that “all entities, regardless of size, structure, nature or industry, encounter risks at all levels within their organisations.  Risks affect each entity’s ability to survive; successfully compete within its industry; maintain its financial strength and positive public image; and maintain the overall quality of its products, services and people.  There is no practical way to reduce risk to zero.  Indeed, the decision to be in business creates risk.  Management must determine how much risk is to be prudently accepted, and strive to maintain risk within these levels.” 

Given that all organisations must take risks, it is important that each one determines what is its tolerance level of risk.  There is no real difference between a process of determining your risk tolerance level or risk appetite – the latter simply implies the active search for new business development opportunities.  The former accepts that some level of risk taking is inevitable.
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Business area and objectives Risks and consequences Proba-  

bility

Conse-  

quences

Sector 

risk

This Housing Association's 

controls, mitigating 

circumstances and monitoring

This Housing Association's 

control weaknesses

Planned action to address a 

control weakness unless risk 

accepted

Responsibility Action dates Control 

Assess-

ment

Actual 

risk

Action 

Flags

HEALTH & SAFETY LAST AUDITED:

To maintain a safe environment 

for staff, clients and the public

Accidents at workplace affecting 

employees as a result of lack of 

awareness on the part of staff

MEDIUM MEDIUM MEDIUM Risk assessments carried out by 

RPS Consultants



Fire evacuation procedures in 

place



Health and safety reviews match 

corporate programme



Monitored by:  Operations 

Manager

This process is underway but has 

been delayed by the departure of 

the Facilities Surveyor. 

This work will now be undertaken 

by other staff and is planned to be 

completed by March 2004.

John Smith

Managing 

Director

March-04 WEAK HIGH RED 

Action 

Overdue

To maintain a safe environment 

for staff, clients and the public

Accidents to students leading to 

legal fees, compensation 

payments and adverse publicity

MEDIUM MEDIUM MEDIUM Risk assessments carried out by 

RPS Consultants and Student 

Health & Safety Committee



Residence Managers enforce 

Health & Safety requirements



Students receive health and 

welfare support from colleges



Monitored by Group Chief 

Executive, Director

Risk assessments not followed up 

in full.  Risk assessment of 

Student areas to be completed.

Residual risk accepted



RPS assessment to be followed 

up. RPS Assessments have been 

completed and implemented for 

work place offices.  Similar work 

to proceed for student areas.

John Smith

Managing 

Director

September-04 MEDIUM MEDIUM AMBER

Action Due

To maintain a safe environment 

for staff, clients and the public

High-density housing increases 

possibility of the spread of 

contagious and dangerous 

diseases e.g meningitis, 

streptococcus

MEDIUM MEDIUM MEDIUM Residence Managers can enforce 

cleanliness standards for 

communal kitchens



Students receive health and 

welfare support from colleges



Emergency and Disaster 

Recovery Plan in place and 

exercised (most recently in 

November 2003)



Monitored by:  Residence 

Managers, Senior Residents

None identified Residual risk accepted John Smith

Managing 

Director

n/a STRONG LOW GREEN 

Monitor

To maintain a safe environment 

for staff, clients and the public

Attacks on staff by students LOW MEDIUM LOW New lone working procedures 

introduced in January 2003 



Security screen in place for 

collection of fees in the office



Controlled entry system



Entry by appointment only



Problematic students interviewed 

by two staff



Monitored by:  Residence 

Managers

Panic buttons needed in office 

areas.

Panic button in offices being 

attended to as part of health and 

safety measures.



Still not comlete due to contractor 

failure. Revised quotes being 

sought. Expected completion 

December 2003

John Smith

Managing 

Director

December-03 MEDIUM MEDIUM RED 

Action 

overdue


Does everyone in your organisation know where your organisation sits on the scale from risk averse to risk-taking? This knowledge will help determine the best language to use.

It is important to have a good understanding within the organisation of what type of risks you are willing to take and also what level of activity you have the capacity to engage in.

It can be frustrating for staff working in an environment where they are not clear what is an acceptable risk to take or to plan for. The result can be wasted time in working up unacceptable proposals, low morale and the misconception that any risk-taking is inherently bad for business.  The organisational culture must demonstrate clear rewards for good risk management.

So how do you start this conversation?  One good way is to start with a list of possible types of risk that the organisation could take and ask the board and the executive management team to tick yes or no depending on whether they think the organisation would undertake this risk or activity.

Very much depending on the organisation, the list could look something like this:

	Activity within Risk Appetite?
	YES / NO

	Build commercial and social housing property with supermarket
	

	Housing with support
	

	Development outside normal geographic area of operation
	

	Key worker accommodation
	

	Stock transfer
	

	Rent arrears of 8%
	

	PFI schemes
	

	Private sector agency management agreement loss making for 7 years
	

	Join a Group Structure within the next 2 years
	

	Defer staff development programme in customer service for a year
	


The type of risk the organisation is likely to take is determined by its objectives, mission and culture.  

The activity levels are likely to be part of the assumptions used in the Business Plan and financial planning documents.  Activity levels could be determined by:

· Percentage of core business the activity should take

· Profitability

· Borrowing levels

· Timing of risk-taking – not taking too many at once, a capacity issue

· Performance targets

It is helpful to set these down in a Risk Strategy which can be communicated to managers and reviewed annually.  A sample risk strategy is included in appendix D

The organisation’s past experience of risk-taking will also influence its current risk appetite, which may well change year on year.

2.3 Running a Risk Workshop

2.3.1 Who should Attend?

It is important to remember the Board’s responsibility for the organisation’s risk management and that the processes adopted must ensure that the Board is involved in the identification and prioritisation of risks and that it can satisfy itself they are being properly managed. This means that Board Members should have the opportunity of participating in the Risk Assessment workshops. Clearly the Executive Management Team will need to be involved as well.

The Head of Internal Audit and the Chief Executive working up a quick risk assessment before the regulatory visit is unlikely to achieve the desired result!

It can be difficult to manage a risk workshop involving the full Board and Executive Management Team.   Although it is possible to do the identification of key risks stage with large numbers, it is less easy to manage an in-depth discussion on the prioritisation and management of risks.  So for this exercise you might use a Risk Panel. A Risk Panel would usually be set up as a working party of the Executive Management Team and may include Board members as well as managers. Its purpose would be to develop the organisation’s risk strategies and framework, and to monitor and co-ordinate risk assessment activity throughout the Association.  It would report to the Executive Management Team, Audit Committee and Board as necessary. Its activities would include:

· reviewing the risk strategy,

· ensuring compliance with the Group Risk Policy, good practice and Housing Corporation guidance,

· carrying out regular (probably 6-monthly) reviews of the organisation’s top 20 risks,

· monitoring the implementation of the Corporate risk assessment action plan,

· reviewing departmental, specialist, project and functional risk reports and assessments in order to consider their impact on the corporate risk assessment

· and providing guidance and advice on managing risk.

Full Board participation in identifying key strategic risks should be sought at least every 2 years in a fairly stable environment, with time for review and discussion every 6 months.  Where new business is giving rise to significant emerging risks then it makes sense to keep the Board’s direct involvement higher.

It is important that the Board feel their time is well-used, given the many constraints and claims on their time, and focusing ½ a day every 2 years on risk assessment is more likely to achieve that result than a feeling of ‘going through the motions’ annually.   This does not mean that the Board does not receive regular updates on risk assessments or on any significant trends.  Nor does it detract from their need for regular assurance on the effective management of risks or reports of risks that have materialised and control failures.  An organisation’s key business objectives are unlikely to be changing every year and a sense of proportion is required to keep the risk review process manageable and above all useful in decision-making.

The overall aim of the risk workshop is for those responsible for achieving the business objectives to form a consensus on the key risks that will impact on their ability to achieve success; and to assess the effectiveness of the management of those risks.

Risk assessments at departmental, functional (process) or project level need to involve all of those key to the delivery of the objectives of the entity.  A good workshop of any kind has between 8 and 12 members to ensure all get a chance to participate and enough views are heard to be a truly group view.

2.3.2 Objectives and Risks – A Key Link

Whatever technique or framework is used to evaluate risks, it is essential that they are related directly to the corporate objectives of the organisation. Therefore, the first step in evaluating risk is often the confirmation (or setting) of corporate objectives.  

When we identify business risks, we are focusing on the impact each risk may have on the achievement the business objectives.  Business objectives follow no set criteria or standard, and are likely to reflect the culture of the organisation.  As such we find a difference in the types of risks being identified even between companies and organisations in the same industry or sector.

Business objectives can range from expressing general ideals and a sense of purpose to specific targets.  Where the latter is used as the basis for business risk assessment at a corporate level, it becomes difficult to focus on strategic risks.  By using targets to assess risks there is the likelihood that you will generate too many risks to manage effectively at this level and that risks relating to wider or external concerns (e.g. reputation, culture, environment) may get overlooked.  By the same token, very general objectives tend to produce risk assessments which fail to identify risks associated with running the business (e.g. business continuity, cashflow, fraud).

Objectives should therefore be pitched somewhere between the two - we are aiming for clear, concise, objectives that are separate from the descriptive mission or purpose of the business, but are pitched at a higher level than operational targets.  It is also useful to challenge the coverage of the objectives – are they appropriately set and do they reflect the requirements of all stakeholders e.g. The Housing Corporation imposes tenant involvement objectives which a Housing Association ignores at it peril.

In reality it may be quite difficult to define a good objective, the main thing is to know it when you see it!

Making this clear link between objectives and the risks to their achievement not only provides a clear audit trail but also has the effect of reducing the number of risks identified to a manageable level. Further consideration of what might be the appropriate number of risks to be identifying is given in section 2.3.4.

Another advantage of linking risks to objectives is that risk assessments can be carried out at many different levels and this may be the answer to giving assurance to management that those operational risks are identified and allowing the top management to focus on strategic risks.  By allocating responsibility for risks in alignment with objectives we are also ensuring risk is embedded into the organisation. 

	OBJECTIVE / RISK LEVEL
	RESPONSIBIILITY

	Strategic
	Board & Management

	Departmental / Business Area
	Heads of Service

	Functional
	Often cross departmental (or process owners)

	Project
	Project Sponsor

	Personal
	Every individual manages risk


You may wonder what to do if there are no objectives documented. In this case your first concern may be as to how well focussed an organisation can be is it has not articulated what it is trying to do! Guidance could be provided in broad terms in that most housing associations have some objectives along the following lines:

· Growth

· Quality and customer service

· Community involvement and 

· Financial viability

It is worth trying to identify a handful – say five objectives for any workshop. These can be identified by management in advance of the workshops but it can also be particularly illuminating to ask staff what they think are the objectives of their department or division!

2.3.3 Running the Workshop

No matter how the objectives are drawn up the participants should be asked to consider and agree or amend them at the beginning of the workshop. This will not only provide a sound basis for the risk identification it will also serve to validate the objectives themselves. It is possible for a good facilitator to ensure a useful output in the absence of good objectives – but why make things difficult!

If management can provide a handful of carefully worded objectives that truly relate to core business aims and focus, then the risk identification process is more likely to produce the key risks. i.e. the risks that require managing to enable the achievement of business objectives and success.  In short, woolly objectives can easily lead to badly considered or poorly expressed risks.

It is useful to have some prompts to guide the risk assessment process or to cross-reference with at some stage of the process.  The main tool may be the link to business objectives.  Constantly referring to what is trying to be achieved and considering what could go wrong - or needs to go right – in order to achieve established aims provides a sound framework for considering risk. 

Further benefit can be gained by using brainstorming tools and a professional facilitator (which could be the internal auditor) to ensure a good environment for free thinking. 

To ensure risks relating to the external and internal environment are considered it may be helpful to ensure both are reflected in the output.  Examples of external risk considerations may include changing customer expectations or regulation.  Internal risks may include recruitment of particular skills or the quality of information systems.  More examples are set out earlier in the document under section 2.1.

Finally, consider previous risk movements – are there any trends and how have they been managed previously?  Are particular types of risks causing cumulative problems?  What impact are certain risks having on other risk areas?  e.g. are legal changes impacting on management costs? What risks have materialised in other Housing Associations or the wider world?

2.3.4 Identifying Risks using Brainstorming Techniques

The next step is to identify the risks which are relevant to these objectives.  As we said risks may be thought of as those events which may prove a barrier to the achievement of business objectives. 

A useful tool is to brainstorm risks relating to a handful of key agreed objectives.  This can be done in the traditional way by simply asking people to shout out risks that they identify.  However this can be intimidating for some people in the workshop, especially if their line managers are also involved, and so another option is to ask everyone to note down each risk they think of on a post-it note.

If each objective is written on a flipchart and pinned to the wall then get everyone to stick their risks on the flipchart relating to each objective.  The next move is to get the participants to put together those risks that are similar and for the workshop facilitator to pick a sticky heap of risks and agree how to word the risk.

For example:  the team have collated 4 post-it notes with the following text:

· Poor staff development
· Staff not skilled to do new requirements
· Incompetence
· Lack of training leading to incompetence
You will notice that the four individuals have expressed elements of the same concept in four different ways, and that no-one need be afraid of the language they use because it is non-attributable.

The facilitator agreed with the team that the risk would be written as:

“Inappropriate skills and competencies”

This they felt would clearly focus the management of this risk on assessing skills needed against those available.  It captured the main concern of the team that the training programme hadn’t changed much in 5 years and the recruitment process did not seem to reflect the changed expectations of staff since the last review.

It is a good idea to make the maximum use of technology – with a laptop and LCD display screen the results of the discussion can be recorded as you go. Projecting each agreed risk onto the screen will enable participants to see progress and keep track of what has been covered.  This could be done using an automated risk model or a simple spreadsheet or word document.

Depending on the level of the risk assessment, between 10 and 20 risks is probably in the region of what can be managed by any one team.  Teams with a smaller scope of operations may find that they only have 5 strategic risks and as long as these are managed well, this provides comfort to the Executive Management Team. They will feel that they have enough detail to obtain reasonable assurance that the internal control system in that area is adequate and effective in relation to the scope of operation.

In other words there is no right answer here, but if you find yourself with 70 key risks for the Board to review, you would be wise to review your approach and examine carefully where the responsibilities lie – some may be more of an operational, rather than strategic nature. For guidance see the table in section 2.3.2.

2.3.5 Prioritising risks

Again this can be easily done in a workshop situation or by a Risk Panel.  What you are looking for is Board and management consensus on the relative priority of risks, so it is important that risk is not assessed by only one or two people. The consensus of a larger group, at least 3 or 4 people who have differing perspectives on the operation under consideration, improves ownership and ultimately, access to resources.

Risks are prioritised by considering the Probability of a risk occurring and the Impact on the achievement of objectives if it does materialise.  Having linked risks to objectives, one common problem at this stage is confusion over whether to consider the weighting of the impact in terms of impact on the organisation’s survival or the achievement of that objective.  For example, if you have an objective of ensuring equality in all aspects of business, and your equal opportunities and diversity policies are ineffective, then the impact on your ability to achieve your objective is high, even if the organisation is not in immediate peril.
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It is not important whether you score risks or what scale you use.  The important thing is that everyone understands:

· What are the key risks (the top 20 or the number that can be realistically managed)?
· What are the primary risks (those with the highest impact and highest probability)?
· How does this relate to the capacity to take on primary risks (i.e. are there too many at one time or none and opportunities being lost)?
And when the risk assessment is complete:

· What risks are currently unacceptably high and need better control?

· What actions are required to bring these risks under control and reduce their impact and / or probability?

· What risks do we have to accept as inherently high?

· What opportunities are we missing by being very risk averse?

· How can we quantify the impact of being risk-taking?

It is useful to ask the Board about the level of detail they wish to see.  In a group structure they may wish to see the primary risks of all group members (subsidiaries) plus the group risk assessment.  Others may prefer to see the full risk assessment for all group companies.

2.4 Providing Assurance on Key Risks

The process of managing risk actually has two distinct elements. Risk analysis is the identification and evaluation of the risks faced by the organisation, as discussed in the earlier sections. Risk management is the implementation of systems of control to match the identified risks and subsequent monitoring of their performance and this is considered in more detail below.

2.4.1 Risk Management Options

There are a number of generally accepted techniques for managing and controlling risk.  You may have come across the four “T’s” – Tolerate, Terminate, Transfer and Treat. Alternatively you may prefer to take action under the headings set out below: 
Accept (Tolerate) – informed decision making by management to accept the impact, or consequences, of a particular risk occurring. Workshop participants are sometimes surprised to find that taking no action is an option, but what we are aiming for is calculated risk taking.

Transfer – transferring the burden of risk to another party, for example, through insurance, rather than carrying it within the organisation.  There is, usually, a consequent cost for transferring the risk but it will be a known and planned for cost.

Eliminate (Terminate) – take steps to remove completely the risk faced by stopping carrying out the activity (i.e. sell all residential care homes or convert to other use).
Avoid – informed decision by management not to undertake a suggested course of action, in view of the unacceptable levels of risk involved.  
Reduce (Treat) – applying techniques to reduce either the likelihood of the risk occurring, or its impact, or both.  A simple example of a strategy for reducing or eliminating risk is the implementation of internal control procedures.
2.4.2 Identifying and Evaluating Controls

The majority of risks will be managed by reducing, treating or controlling them. The evaluation process should involve some assessment of the key controls expected to be in place in respect of each risk which has not been accepted. Again, the objective is to identify key controls not all controls, so they can be properly monitored. An example is set out below.

The most significant controls expected to be in place to manage the risk of a health & safety failure have been identified and an assessment has been made of their effectiveness. This would be done by management based on their knowledge of the systems and processes.


Where controls are not considered by management to be okay an action is generated. The controls considered by management to be okay form part of a self-assessment process – you would anticipate that Internal Audit would include consideration of the effective operation of these controls as part of their work.

It can also be useful to discuss what is meant by a control and what its characteristics might be. The diagram below provides a useful aide memoire.
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Internal Audit as experts in control should be able to assist managers in identifying what controls might be expected to be in place.
2.4.3 Assurance that Controls are working as Intended

The Board will clearly have an interest in receiving assurance that controls identified are working as intended. Indeed management may themselves be over-optimistic about how well controls they have designed and implemented are actually being applied.

Assurance on the operation of key controls and risk management processes is the primary role of internal audit and the controls identified by management as being satisfactory should be included in the audit plan. This should happen naturally if the Audit Needs Assessment is drawn up using the organisation’s corporate risk map. Boards need to satisfy themselves that the approach adopted by Internal Audit and other assurance sources do give them a clear view of the adequacy of all systems. Assurance mapping is discussed in section 4.

2.4.4 Closing Control Weakness Gaps

As shown in the diagram in 2.4.2 above, an essential step in the process is monitoring the controls application. Where specific weaknesses are identified, either through the risk assessment process or by other means, action plans must be drawn up. This addresses weaknesses identified on a “top down” approach – but mechanisms also need to be in place to make sure that risks which materialise or controls that fail get recorded and lessons learned from them. There should be protocols in place to ensure these get reported at the correct level in the organisation and the Board is aware of any significant weaknesses.

The organisation’s Board may wish to consider a framework for reporting and escalating issues. A grid like the one below can provide useful guidance. For this approach to be effective it must be made clear the purpose of reporting internal control failures is to learn from the experience, not to place blame on any individual. This will of course operate in parallel with any normal disciplinary procedures and reports may need to be made anonymous.

	Impact Category
	Financial
	Reputational

	Major
	£250,000
	Major event(s) affecting normal operations / key partner perceptions

	Significant
	£  50,000
	Significant incident generating bad publicity within industry

	Important
	£  10,000
	Individual incident generating bad publicity  on customer satisfaction for a large number of  customers


2.4.5 Residual Risks

Having identified and prioritised risks and the controls in place to manage them (if they have not been accepted), there will always be an element of risk remaining. This is referred to as residual risk and the organisation will have gone through the process of deciding whether it can live with this level of risk. This decision will be influenced by the organisation’s appetite for taking risk. Where the level is unacceptably high, action must be taken to reduce the residual risk by implementing further controls or ceasing the activity. The diagram below shows the responsibilities for this.


3. Embedding Risk Management

3.1 Definition

Embedding risk management is about building into the infrastructure of an organisation a series of actions that are inherent in the way the management runs the business and the way staff at all levels undertake their daily activities.  It is not about adding incremental activities to deal with risk but about recognising that existing procedures, if properly designed, can assist management to deal effectively with risks. In all organisations risk management takes place every day – the challenge is to develop a mechanism to record the process, take action in respect of identified risks and monitor the outcomes.

Risk management becomes embedded into the culture of the organisation when every decision and activity includes the recognition, and management, of the unacceptable risks that might otherwise produce a negative impact upon the organisation and prevent it from increasing stakeholder value.  It is not about creating an aversion to risk but creating an awareness of risk so that appropriate actions are taken to limit the impact of unwanted risk.

In summary, embedded risk management is:

· inherent in the management of the business and an “enabler of the management process”

· built into the infrastructure of the organisation

· based on existing processes.

3.2 How it Works

Embedding risk management is all about organisational culture.  Therefore, to be successful and effective, it must be a “top-down” initiative, implemented and supported by the Board and linked to the organisation’s corporate objectives.  

It starts with adopting a risk strategy which will include information on the regulatory framework which sets the context. An example of a Risk Strategy is at appendix D and it includes consideration of the concept of a common risk language – one that will be readily understood by Board and staff alike. It articulates and documents the organisation’s risk appetite and details the risk management framework, risk management activities and responsibilities. A Risk Strategy needs to be a dynamic document, expressed in the language of the organisation so that it is familiar to everyone involved in running the business.

Setting the framework is however not enough on its own, there must be some drivers towards continuous improvement. Elements of this could be evidence of clear links between risk and business strategy with the stated goals being flexed in response to changes in risks. Risk should also be an important factor when deciding whether or not to allocate resources – particularly to control activities which may in the absence of a risk assessment attract less resource than the pursuit of new business opportunities. There should be processes in place to ensure staff are rewarded for positive risk taking and that control failures are reviewed to identify learning points.

The embedding process will change the organisation’s risk maturity. This concept is used by Internal Audit to determine the extent of coverage, as described below; however it also serves to provide some guidance to organisation managers as to how far they have progressed in embedding risk management.
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	Organisational Risk Maturity
	Approach to Risk Management

	
	
	Risk Enabled -
	Risk Management and controls assurance policy embedded into organisational culture and operations

	
	
	Risk Managed -
	Organisation-wide approach to Risk Management communicated and implemented

	
	
	Risk Defined -
	Strategy, policies and risk appetite defined

	
	
	Risk Aware -
	Some areas risk aware, probably due to culture, history or staff in post

	
	
	Risk Naïve - 
	No formal approach developed

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


Speaking to directors and senior managers who have embraced the risk management process and rolled it out through their departments provides some good ideas of the benefits and potential pitfalls.

One senior housing manager advises that you try to involve everyone in the process - from cleaning staff to Directors. This is because staff are working with risk on a daily basis on the front line and reality hits them first before it hits Directors - before Directors have to write the report explaining what went wrong and what will be done to correct or control it! In her experience, encouraging staff to help find the solutions to the identified problems has meant that they are engaged in a process early on and are part of it. She adds that everyone likes to feel their ideas are listened to and their ideas acted upon, so involving all staff lessens the chances of a blame culture developing, by promoting openness and idea sharing. Another tip was that the process does not always have to take place in a formal setting – it can be done in the workplace and it will help to uncover the barriers that prevent people from working effectively.

3.3 Practical Steps to Take

Risk management principles can be embedded within an organisation by making the evaluation and mitigation of risk an element of all the day to day activities that staff undertake.

The starting point for embedding risk management into the culture of an organisation is the development of policies, procedures and practices which guide the way in which people act.  Once this framework is in place, the roles of individual members of staff can be determined and their responsibilities set out in relation to risk management.  Responsibilities, in turn, should be linked to objectives established for the organisation and for individual staff members.  

At every level within the organisation there should be a delegated responsibility for risk management, supported by relevant guidance and sustained by objectives set for that level, which contribute to the achievement of the overall corporate objectives.  This is an effective way to embed risk management so that it becomes intrinsic to the way in which the organisation operates on a day to day basis.  

However, with embedding risk management at every level throughout the organisation, it is important to remember the following:  

· The language used to describe risk management activities may need to change to meet the needs of the different levels within the organisation: a cleaner will use risk management practices to prevent someone slipping on a newly washed floor, however, if the cleaner were to be asked about the risk treatment plan being used or the residual risk of the washing function, it is unlikely that these concepts will be understood in these terms. 

· Organisations undergo change, so roles and responsibilities will need to be flexible to ensure change can be accommodated.  This may include changing responsibilities in relation to risk management.

· Risk environments undergo change, so that the risks which are most relevant now may not be in 6, 12 or 24 months time.  Assumptions about risks and the policies and procedures put in place to deal with them must not be so rigid that they cannot accommodate changes in the profile of risks the organisation faces.  One way in which to cope with this is to deal with generic risks rather than specific risks, for example, there could be risk management plans to deal with the loss of a processing facility which will not, necessarily, depend on the nature of the event which led to the facility being lost (whether by fire, flood, terrorism or Act of God). 

Embedding risk management means changing people’s behaviour.  It also requires staff dealing with risk to be competent to make an appropriate assessment of the risks faced at their level and to be able to make appropriate choices about how the risks can be controlled.  They should also understand the organisation’s risk appetite and there should be rewards to calculated risk taking within that context.

Thus the key means of embedding risk aware practices is via:

· corporate policy and strategy

· setting the whole tone for the organisation

· giving credibility to the adoption of a risk management culture

· decision making processes

· beginning at the top of the organisation with the core strategic plan

· making the assessment of risk part of the thought process behind every key decision

· project management methodologies

· ensuring that significant projects include as a key aspect of the planning, the risks which could prevent the project goals from being achieved

· control procedures and instructions

· providing guidance to staff on appropriate actions to take

· enforcing risk management processes

· providing a framework and tools with which staff can manage the risks they face

The key tools for reinforcing the message are:

· corporate communication

· ensuring all risk managers have the information they require to take appropriate decisions

· communicating the commitment of senior management and the Board to the risk management ethos

· ensuring flows of information downwards to staff, upwards to management and vertically between different functions and projects etc.

· ensuring all staff understand their role in the management of risk

· periodically reminding staff of key messages about the management of risk

· staff training and development

· ensuring staff have the necessary skills to evaluate risks and take appropriate actions

· providing opportunities for further personal development

· individual objective setting

· linking individual’s objectives and performance targets to organisational objectives

· assigning ownership of specific risks and actions required to manage them effectively

· reinforcing responsibility for ensuring risks do not impact adversely on corporate objectives

· self-assessment, audit review etc

· ensuring a culture of continuous improvement is developed

· providing assurance that the control procedures are being followed and that a risk management has been embedded.

3.4 Enterprise-wide Risk Registers

To ensure risk management really does operate enterprise–wide, many organisations have implemented a hierarchy of risk registers, to meet the needs of every level of the organisation.  Most organisations start the process of managing risk by developing a strategic or corporate risk register, which sets out the risks relevant to the achievement of the organisation’s strategic or corporate objectives.

As noted above, the development of sub-registers requires each part of the organisation to understand its own objectives in the context of the overall corporate objectives.  Each level and function can then prepare its own risk register, evaluating those risks which prevent it achieving its purpose.

Sub-registers are likely to be:

· at the programme level;

· at the project level;

· at the operational level.

Some of the risks dealt with at these sub-levels will go upwards as key risks which also need to appear in the strategic risk register.  Their analysis will form a useful validation of the key strategic risks identified. Other risks will simply be the barriers which, at the level the assessment is undertaken, prevent the objectives of that level being achieved but which will not be significant at a corporate level.

3.6 Key Questions Checklist

The following checklist may provide you with some useful questions and challenges for you to pose in deciding the extent to which risk management is embedded. It provides some ideas on what you should expect to see in terms of a well-embedded risk management system, what the process looks like and how you keep it alive.

1. Strategic

1.1. Does risk drives the business strategy?

1.2. Do we all have a common risk language?

1.3. Does everyone know what our Risk Appetite is?

2. Business Planning

2.1. Is risk an integral part of Business Planning & Budget?

2.2. Is there a clear link between objectives and risks at all levels?

2.3. Are risks reviewed regularly as part of the business planning cycle?

3. Action lists

3.1. Is sufficient attention given to control identification and evaluation?

3.2. Do actions get implemented in a timely way?

3.3. Is there appropriate Board Reporting of actions completed (or not)?

4. Staff

4.1. Are you engaging staff in identifying and prioritising risks?

4.2. Are there clear responsibilities and procedures in place?

4.3. Do performance measures, policies and procedures, job descriptions, board papers and reward systems encompass risk issues?

4.4. Are staff rewarded for calculated risk taking?

5. Monitoring and learning

5.1. Are control failures reviewed for learning points?

5.2. Do we share good practice arising from good risk management and from remedies for control failures?

5.3. Is the Board informed of control failures at the appropriate level?

4. Assurance Mapping

4.1 Why do we need to map assurance?

The development of assurance mapping comes directly from the requirement in Turnbull for Boards to be responsible for maintaining a “sound system of internal control to safeguard shareholders’ investment and the company’s assets” (Combined Code Principle D.2).  This responsibility can only be fulfilled properly if Board Members have a clear understanding of the principal risks which might prevent the achievement of this objective.  Within the social housing sector, Boards are equally responsible for ensuring there are sound systems of internal control to ensure that corporate objectives are achieved. 

The difficulty for Board Members is determining what can give them the confidence that there is an effective system of internal control in place to mitigate the risks identified.  It is a particular issue for voluntary Board Members who are not involved in the day-to-day running of the business - they are reliant upon the information provided to them. It is therefore essential that Boards think carefully about what assurance they need to assure themselves that the organisation is being run as intended. A systematic way in which to build this confidence is to “map the connections linking organisational objectives, risk and the range and effectiveness of … assurance reporting” (DoH: Assurance, The Board Agenda).  

4.2 Building the Framework

The “assurance map” or “assurance framework” is simply an extension of the corporate risk register, which provides a mechanism by which the Board of an organisation can demonstrate that:

· the risks identified in its risk register are relevant to the achievement of its stated corporate mission and objectives;

· all the principal risks to the achievement of those objectives are subject to appropriate internal controls;

· the Board has obtained assurance that the internal controls are, in fact, adequate and are operating consistently in order to manage appropriately the level of risk faced by the organisation.

The easiest way to build an assurance framework against which to map the assurances obtained is to use the Risk Analysis model already operated by many housing associations. This starts with the statement of objectives, the identification of high level risks to the achievement of these objectives and the mapping of controls against the risks identified.

In a risk management framework, the next steps are to track gaps in controls and identify actions required to mitigate risk. In an assurance framework, the next steps are to:

· identify who can provide the Board with assurance on the adequacy and continued application of the controls identified and, 

· map the actual assurance obtained over a period, or at a point, in time.  

Example assurance map:

	Corporate Objective:
	Maintain financial viability of the Association.



	Risks
	Controls
	Source of Assurance
	Assurance Obtained

	Risk 1: Failure to collect rents and other income due to the Association.


	Rent accounting controls.

Debtor management controls.
	Internal Audit.

External Audit.

CRSA / QA
	High

	Risk 2:  Failure to control key cost drivers (payroll and maintenance costs).


	Devolved budgetary control processes.

Management information.

Payroll controls.

Maintenance management system.


	Internal Audit.

External Audit.

CRSA / QA.

Audit Commission Review.
	High

	Risk 3:  Withdrawal of public funding towards development costs.


	Contingency planning.

Alternative sources of borrowed funds.


	Internal Audit.

CRSA / QA.
	Medium

	Risk 4:  Inadequate published financial information
	Audited financial statements
	External Audit
	High


4.3 The Value of Assurance

It is important to remember that not all assurances have the same value to the Board.  Some sources will have greater credibility, integrity or relevance.  The “quality” of the assurance obtained will depend upon factors such as:

· the independence of the assurance provider

· the complexity of the area under review

· the expertise of the assurance provider and the resources at his or her disposal

· the “age” of the assurance – how long ago the assurance work was undertaken

· the prime purpose for which the assurance work was undertaken.

The Board will need to decide what level of assurance it requires on the control activities identified in the Assurance Framework.  The level of assurance should be related directly to the level of risk which the controls are mitigating: low level risks require only low levels of assurance on the operation of the controls over them, while significant risks require a much higher level or quality of assurance.

In general, the following guide might be used: 

	Type
	Lower Quality Assurance
	Higher Quality Assurance

	Independence & Objectivity
	comes from an interested party (internal or external)
	comes from an independent source (internal or external)

	Skills
	assurance provider is a generalist
	assurance provider is a specialist with relevant expertise 

	Timeliness
	based on work undertaken some time ago 
	based on work undertaken recently

	
	based on work undertaken infrequently
	based on work undertaken frequently 

	
	predates a significant internal or external event or change which impacted on the organisation 
	follows a significant internal or external event or change which impacted on the organisation 

	Scope
	review is for a purpose other than to provide assurance to the Board
	review is for the purpose of giving assurance to the Board

	Complexity
	review work covers highly complex, regulated processes or functions
	review work covers very simple, unregulated processes or functions


4.4 Timing and Frequency of Assurance Reviews

For any organisation putting together a map of its assurances, there will be a small number of key sources of assurance that will have direct relevance to the controls on which the Board is relying.  These will be the high quality sources of assurance referred to above.  

There will also be a whole range of other review, inspection and evaluation activities being undertaken for many different purposes which are not designed to provide assurance on internal controls to the Board but which can tell it much about the way in which internal controls and procedures are being applied by staff.  These are more likely to provide the Board with lower value assurance.

One other important distinction to remember about the sources of assurance is that many will be based on regular, cyclical reviews of activities and operations.  However, there will also be many infrequent or even one-off -reviews or inspections which can provide assurance at a point in time but which will not always be available to the Board.  Whilst these can be relied upon when they are available, the assurances given will have a ‘shelf life’, that is, their relevance and reliability must diminish over time.  Equally, an assurance framework which maps out where a Board will obtain its assurance will only serve the purpose of the Board if it reflects sources of assurance that will actually be available for and in the period being covered.

The Board is looking for assurance on actual controls, not on those that management is proposing to implement, though the existence of proposals for improvement will indicate that management are in pursuit of continuous improvement. This is not to deny that assurance can be provided as to whether these proposals have been effectively designed, but until they have been implemented no conclusion can be drawn as to whether they are working effectively.

4.5 Common Sources of Assurance

The common internal sources of assurance will include:

· internal auditors

· control risk self assessment (CRSA) mechanisms

· EFQM, TQM and similar quality management processes

· self-certification processes - such as BS and ISO standards.

The common external sources of assurance will include:

· external auditors

· peer review bodies/groups

· regulatory inspection bodies

· professional accreditation schemes.

For example, a housing association Board may obtain assurances from the following sources for common functions within the organisation:

	Function
	Sources of Assurance

	Governance
	Risk Management Annual Report

Audit Committee Annual Report

Annual Report of other Board Sub-Committees

Internal Audit

External Audit

Housing Corporation Review

	Finance
	External Audit

Internal Audit

CRSA

VAT Inspection

PAYE Inspection

Inland Revenue Inspection 

	Housing Management
	Internal Audit

CRSA

Audit Commission Inspection

Housing Corporation Review

Supporting People Quality Assurance review

	Maintenance & Repair
	Internal Audit

CRSA

ISO/BS Accreditation 

Audit Commission Inspection

Housing Corporation Review

Supporting People Quality Assurance review

	Building Development
	Internal Audit

CRSA

ISO/BS Accreditation

Audit Commission Inspection

Housing Corporation Review

	Human Resources Management
	Internal Audit

CRSA

IiP Accreditation

	IT
	Internal Audit

CRSA 

ISO/BS Accreditation

	Other Support Functions
	Internal Audit

CRSA

Fire Officer Certificate

Health & Safety Inspection

BS/ISO Accreditation


4.6 Mapping Assurances Obtained

Boards can chose how often they confirm the assurances they have received for the operation of controls in high risk areas.  It may be helpful to review high risk activities on a more regular basis than low risk activities, in order to ensure the process is manageable and does not become over bureaucratic.  However, Boards should review the Assurance Framework at least once during the year.  Normally, the review of the Framework and the assurances obtained will be undertaken just prior to the end of each financial year in order to:

· provide the Board and Chief Executive with the assurance they require in order to be able to make an informed report on the state of the internal controls of the Association in its annual report;

· identify any gaps in assurance obtained, in order to plan the assurance work required for the next year.

4.7 Evaluating the Assurances Gained

At the point in the year at which a board seeks to ‘take stock’ of the assurances it has obtained, it will need to evaluate the assurance available.  There are three possible outcomes of the assurance work undertaken in the year:

	Positive Assurance:

Assurance based reviews have been undertaken and have shown controls to be adequate and operating effectively.
	Negative Assurance:
Assurance based reviews have been undertaken but have identified controls which are not adequate and/or not operating effectively.
	No Assurance:

No work has been undertaken which can provide any assurance to the Board.  In this case, the Board simply does not know whether or not the controls are adequate and have been operating effectively.


The Board will need to weigh up which of the outcomes above apply for each of the risks being reviewed.  In some cases, this might require assurances from different sources to be combined to provide an assessment for a particular risk.

It will also require the Board to consider the value or quality of the assurance (as discussed above) when deciding on the reliability and the sustainability of the source of assurance being used.  The concept of sustainability is an important one: the reporting requirements specify that Risk Management processes should have been in place throughout the period under review. This makes an annual round-up exercise inadequate if it is not supported by an ongoing process.

The Assurance Framework described above should make it possible to determine whether on not the Board can say that the controls implemented by the organisation to manage and mitigate risk have been effective during the period under review. 

4.8 The Link to the Statement on Internal Control (SIC)

The aim of the Statement on Internal Control, published in the financial statements, is for the Board to describe the Association’s risk management, governance and control processes and to confirm whether or not the risks faced by the Association have been managed effectively.  The Assurance Framework is the key source of reliable assurance for the Board to be able to make this statement.   Internally, the statement required from the Chief Executive (with the senior management team, if desired) also provides evidence for the Board in making this assessment.

Many Housing Associations will have Audit Committees who will produce an annual report for the Board on the work they have done in the year on the internal control environment. In addition, a modern Internal Audit Service will provide not only a summary of internal audit work done in the year, but also an annual assurance report, providing an independent source of assurance on the internal control systems. These reports may themselves draw upon different sources of evidence – internal auditors will make reference to risk management processes and special investigations undertaken as well as planned work to form an opinion.

4.9 Link to the Internal Audit Plan and Other Assurance Activities

You will have noticed that Internal Audit is shown as a source of independent assurance in respect of all functions listed in section 4.5. This is in keeping with the role of internal audit in providing assurance on all systems and processes, not just financial ones.

In section 4.8 above reference is made to the annual assurance report from internal audit. In order to produce this, internal audit needs to structure its audit needs assessment so that the plan coverage can provide assurance over the management of all key risks. The resource allocated to the internal audit service needs to be adequate to complete this coverage, and where this is not forthcoming the Audit Committee and Board will need to decide the extent of assurance they wish to receive from other sources. This may include assurance from independent consultants, such as health & safety consultants – internal audit has a responsibility to consider the work of these others, in the context of the overall control framework.

The traditional approach has been for internal auditors to plan the work they undertake by evaluating for themselves the risks faced by the organisation, and using this to determine the audit resources.  In general, areas of higher risk have received greater attention than those of lower risk.  In order to produce a comprehensive assurance report internal auditors now need to link their audit plans to the organisation’s corporate risk register, rather than their own assessment, to the extent that they have assessed the organisation’s risk maturity.  This ensures that internal audit is addressing the key risks that the organisation faces and, thereby providing a more relevant and valuable service to the organisation. The objective of Risk Based Internal Auditing as set out by the IIA
 is to provide independent assurance to the Board that:

· The risk management processes which management has put in place within the organisation (covering all risk management processes at corporate, divisional, business unit, business process level, etc.) are operating as intended

· These risk management processes are of sound design

· The responses which management has made to risks which they wish to treat are both adequate and effective in reducing those risks to a level acceptable to the Board

· And a sound framework of controls is in place to sufficiently mitigate those risks which management wishes to treat

With the development of an assurance framework, the inter-relationship between the internal audit plan and organisational risk is taken a step further.  Now, the internal auditor becomes probably the most important provider of direct, relevant and independent assurance for the Board on the operation of internal controls/risk management practices within the Association.  Internal Audit’s annual plan of work becomes inextricably linked to the Assurance Framework and the Auditor, in conjunction with the Audit Committee and the Board, will need to make sure that:

· the Board’s ‘shopping list’ of assurance requirements is accommodated within the Internal Audit Strategy;

· audit work does not needlessly overlap or duplicate other work being undertaken which will provide the Board with assurance on the operation of internal control and risk management.

This will require audit and assurance providers to coordinate better their inspections and reviews, share information and be prepared to rely on each other’s work in order to fulfil their responsibilities.  In practical terms this includes considering reciprocity in work done – each professional has a responsibility to comply with their laid down standards and guidelines; for example, work requested by external audit to be carried out by internal audit, should not divert internal audit from coverage of the areas agreed in the audit plan. But when these relationships are worked out effectively the Association should benefit from more streamlined, better targeted and effective audit and assurance work with the potential for reducing overall audit and assurance costs.

5. Conclusion

Even after seven years there are some who say Risk Management is another fad that will soon be out of fashion. But those who have taken the time to explore it have found that it is a practical and sensible way to look at how a business can provide itself with greater certainty of achieving its objectives. Improved risk management will improve Business Strategy and enable organisations to undertake more and varied activities.

Over the next few years organisations will still have work to do in thoroughly embedding the concept and being able to demonstrate that risk management is performed at all levels, by all staff and that it links to operational and individual performance targets. 

Enterprise-wide Risk management is in its early stages and work remains to be done on understanding the links between risks identified at different levels in the organisation and the reporting requirements, particularly in group structures. There are issues about duplication, and the relationships between risks identified at different levels and to the achievement of different objectives which still need consideration.

In terms of providing assurance on key risks many organisations still have to fully implement assurance mapping techniques and provide continuous assurance on the organisation’s internal controls. The benefits to an organisation of having a snapshot of assurance at any point in the year without having to wait for the audit plan or other annual reports to be written will be significant and help to make the concept of “no surprises” a reality.

Risk management has already changed the face of Internal Audit and what it provides and has brought the skills of the professional internal auditor into sharper focus to provide ever increasing value for the organisation.

In conclusion, risk management is here to stay and organisations can only benefit from adopting the techniques.

Glossary

Common Terminology

A common terminology has emerged over the past five to ten years, which risk managers use to describe aspects of the risk management approach and methodology.

Risk Treatment

Management must decide what strategy it will follow and which techniques it will use to manage and mitigate risk.  The approach adopted is sometime referred to as the “risk treatment” chosen.  

Risk Appetite

Management must decide how much risk can be accepted by an organisation.  It must determine what is the tolerable level of risk at which the organisation can still achieve its objectives.  This is often referred to as the organisation’s “risk appetite”.

Residual Risk

Management must decide which strategy or “risk treatment” will be used to manage the risks faced by an organisation.  Any risk still remaining is referred to as “residual risk”.  

Embedded risk management

Risk management processes which have been immersed into the culture of an organisation, so that risk management occurs at all levels, not just the corporate/strategic level.

Enterprise risk management

ERM is the term adopted to describe the development of processes to identify and manage risk across the whole organisation, group or enterprise.

Assurance mapping

The process of identifying and mapping the sources of assurance to develop an assurance framework for the board to be reasonably sure that key risks are managed effectively.

Appendix A – Sample Risk Registers

Housing Association A



Housing Association B

	Risk No.
	Map Ref
	Identified Risk
	Risk Management
	Control Description
	Control Evaluation
	Current Risk Score
	Action
	Resource
	Monitoring of action

	 
	 
	 
	C
	A
	E
	M
	I
	
	O.K.  
	Not         O.K. 
	
	
	
	

	1
	monitor & review
	Health & Safety failure
	
	
	
	
	
	Health & Safety Risk Assessment programme
	
	
	25
	Clear backlog of outstanding work
	Sue Potts 30.09.03
	 

	
	
	
	
	
	
	
	
	Training programme for key staff
	
	
	
	 
	 
	 

	
	
	
	
	
	
	
	
	Health & Safety procedures
	
	
	
	 
	 
	 

	
	
	
	
	
	
	
	
	Annual report on compliance with legislation
	
	
	
	Agree format of report
	Alan Ball 31.03.04
	 

	
	
	
	
	
	
	
	
	 
	
	
	
	 
	 
	 

	
	
	
	
	
	
	
	
	 
	
	
	
	 
	 
	 

	
	
	
	
	
	
	
	
	 
	
	
	
	 
	 
	 

	2
	primary
	Poor performance on Key Performance Indicators
	
	
	
	
	
	External benchmarking
	
	
	72
	Evaluate results of work done to date
	Maria Foulkes 31.12.03
	 

	
	
	
	
	
	
	
	
	Comprehensive Internal performance indicators
	
	
	
	Report regularly to Senior Management team
	David Egg 31.03.03
	 

	
	
	
	
	
	
	
	
	 
	
	
	
	 
	 
	 

	
	
	
	
	
	
	
	
	 
	
	
	
	 
	 
	 

	
	
	
	
	
	
	
	
	 
	
	
	
	 
	 
	 

	
	
	
	
	
	
	
	
	 
	
	
	
	 
	 
	 

	
	
	
	
	
	
	
	
	 
	
	
	
	 
	 
	 

	3
	housekeeping
	Increase rate increase in next year more than 1/2 % above budget
	
	
	
	
	
	Treasury Strategy
	
	
	30
	 
	 
	 

	
	
	
	
	
	
	
	
	Limitations on interest rate exposure - caps and collars
	
	
	
	 
	 
	 

	
	
	
	
	
	
	
	
	Budget estimates validated
	
	
	
	 
	 
	 

	
	
	
	
	
	
	
	
	 
	
	
	
	 
	 
	 

	
	
	
	
	
	
	
	
	 
	
	
	
	 
	 
	 

	
	
	
	
	
	
	
	
	 
	
	
	
	 
	 
	 

	
	
	
	
	
	
	
	
	 
	
	
	
	 
	 
	 

	4
	contingency
	Failure of key IT systems for more than 24 hours
	
	
	
	
	
	Regular back-ups off site
	
	
	14
	 
	 
	 

	
	
	
	
	
	
	
	
	Up-to-date disaster recovery plan
	
	
	
	Plan to be tested
	Peter Joe 30.11.03
	 

	
	
	
	
	
	
	
	
	 
	
	
	
	 
	 
	 

	
	
	
	
	
	
	
	
	 
	
	
	
	 
	 
	 

	
	
	
	
	
	
	
	
	 
	
	
	
	 
	 
	 

	
	
	
	
	
	
	
	
	 
	
	
	
	 
	 
	 

	
	
	
	
	
	
	
	
	 
	
	
	
	 
	 
	 


Appendix B – Useful Websites

	www.iia.org.uk


	The Institute of Internal Auditors-UK and Ireland

	www.theirm.org

	The Institute of Risk Management

	www.airmic.com

	The Association of Insurance and Risk Managers

	www.alarm-uk.com/

	The National Forum for Risk Management in the Public Sector

	www.nonprofitrisk.org
	Nonprofit Risk Management Center (US site)

	www.primacentral.org
	Public Risk Management Association (US site)

	www.frc.org.uk
	Financial Reporting Council

	www.hm-treasury.gov.uk
	HM Treasury

	www.haiaf.org.uk
	Housing Association Internal Audit Forum

	www.icaew.co.uk
	Institute of Chartered Accountants in England & Wales

	www.housing.org.uk
	National Housing Federation

	www.cipfa.org.uk
	Chartered Institute of Public Finance Accountants

	www.housingcorp.gov.uk
	The Housing Corporation


Appendix C – Further Reading

	Title and Publisher
	Link to website and document

	Managing Risk: The Institute of Internal Auditors – UK and Ireland: 1998
	http://www.iia.org.uk/knowledgecentre/bookstore/bestsellers.cfm?Action=1&BOOKSTORE_ID=14&Type=3

	A Practical Guide to Risk Management: HAIAF: 1999
	http://www.haiaf.org.uk

	Internal Control, Guidance for Directors on the Combined Code: The Institute of Chartered Accountants of England and Wales: 1999
	http://www.icaew.co.uk/cbp/index.cfm?AUB=TB2I_31740,MNXI_31740

	Effective Risk and Business Management: Caroline Shah (The Housing Corporation): 2000
	http://www.housingcorplibrary.org.uk/housingcorp.nsf/AllDocuments/77F3779B6D90FAE180256AB9003E2326

	R2-25/01 Internal Controls Assurance effective from November 2001 and Internal controls assurance – Guidance notes for RSLs: The Housing Corporation: 2001
	http://www.housingcorplibrary.org.uk/HousingCorp.nsf/AllDocuments/BE0D841F9A97D99B80256B0C005F016B

	Embedding Risk Management into the Culture of your Organisation: The Institute of Internal Auditors – UK and Ireland: 2003
	http://www.iia.org.uk/knowledgecentre/bookstore/bestsellers.cfm?Action=1&BOOKSTORE_ID=187&Type=3

	The Quantification of Risk: John Hargreaves and Anette Mikes (The Housing Corporation)   : 2001
	http://www.housingcorplibrary.org.uk/HousingCorp.nsf/AllDocuments/F97F95105C42BC9580256B81003A750D


	Embedding Risk Management – Some Tips and Tactics: Gill Bolton and Sarah Blackburn (The Housing Corporation)   : 2002
	http://www.housingcorplibrary.org.uk/HousingCorp.nsf/AllDocuments/59F08F6D06CCB67980256BDB003666A5

	Monte Carlo Simulation and the Art of Aviation: David Montague (The Housing Corporation): 2002
	http://www.housingcorplibrary.org.uk/HousingCorp.nsf/AllDocuments/9D205220B450E07380256C83005619CC

	Risk Mapping – Dilemma and Solutions: Kelsey Beswick and Jane Bloodworth (The Housing Corporation): 2003
	http://www.housingcorplibrary.org.uk/HousingCorp.nsf/AllDocuments/ACAF9783A2DEE2E680256D3A0042E9CB

	A Practical Approach to Identifying Risk: Caroline Shah (The Housing Corporation): 2003
	http://www.housingcorplibrary.org.uk/HousingCorp.nsf/AllDocuments/35455C2BF5A0002280256D6C00359B19

	************(The Housing Corporation) Marion Turner 2003
	http://www.housingcorplibrary.org.uk/HousingCorp.nsf/AllDocuments/91DC97E6B48CD12B80256E8300453ED1

	Harnessing the Power of Risk Management: Professor Robert Baldwin (Enterprise LSE): 2003
	http://www.lse.ac.uk/people/r.baldwin@lse.ac.uk/publications/

	Management of Risk: Guidance for Practitioners: Office of Government Commerce (OGC): 2002
	http://www.ogc.gov.uk/sdtoolkit/reference/ogclibrary/partnerguidance/managementofrisk

	(SEE IIA POSITION STATEMENT ON IA ROLE IN RISK MANAGEMENT) 
(Replaced by ERM pos stat)
	http://www.iia.org.uk/knowledgecentre/keyissues/riskandcontrol.cfm?Action=1&ARTICLE_ID=666

	IIA POSITION STATEMENT ON RISK BASED INTERNAL AUIDTING
	http://www.iia.org.uk/knowledgecentre/keyissues/riskandcontrol.cfm?Action=1&ARTICLE_ID=974

	The Housing Corporation: The way forward - Our approach to regulation Published January 2002 (The Regulatory Code)
	http://www.housingcorplibrary.org.uk/HousingCorp.nsf/AllDocuments/4F4C7AD63FC1B72380256B4900320364

	HIGGS, SMITH
	http://www.iia.org.uk/about/whatsnew/institutenews.cfm?Action=1&ARTICLE_ID=907

	COSO draft ERM framework
	http://www.iia.org.uk/knowledgecentre/keyissues/riskandcontrol.cfm?Action=1&ARTICLE_ID=1293

	position statement the role of IA in ERM
	http://www.iia.org.uk/knowledgecentre/keyissues/riskandcontrol.cfm?Action=1&ARTICLE_ID=1578

	treasury orange book
	http://www.hm-treasury.gov.uk./documents/public_spending_and_services/audit_and_accounting/pss_aud_risk04.cfm

	NHF A wider Role for Internal Audit
	http://www.housing.org.uk/library/index.asp?Submit=1&Keywords=internal+audit&KeywordsType=AND&btnsearch=Search+the+library&Book=all&Doc=all&DtPubFrom_D=&DtPubFrom_M=&DtPubFrom_Y=&DtPubTo_D=&DtPubTo_M=&DtPubTo_Y=&ISBN=&Reg=all&PrFrom=&PrTo=&Grp=1&Ord=2


APPENDIX D – Sample Risk Strategy

1. INTRODUCTION

1.1. Risk is inherent and unavoidable in every activity that any organisation undertakes.  The aim of effective risk management is to manage risks and their potential for damage down to an acceptable level.

1.2. To enable us to achieve this successfully, we need to understand the risks that we face and how we are currently controlling these risks.  We must ensure that everyone in the organisation understands the importance of risk management as part of the day to day decision-making process.

1.3. This strategy statement sets out what risk management means for the XYZ Housing Group. It defines the appetite that XYZ Housing Group has for risk and explains the risk language that we will be adopting across the organisation.  It specifies who is responsible for managing risk and the process that we are undertaking to embed risk management into the Group’s culture.  Lastly, it displays the current risk map and risk schedule.

1.4. Innovation and achievement always entail risk.  We do not wish to turn XYZ Housing Group into a risk-averse organisation.  We have to find the balance by managing our risks in the best possible way whilst remaining financially viable and commercially dynamic.

2. THE REGULATORY FRAMEWORK

2.1. The Housing Corporation’s Regulatory Code states that:

“Housing Associations must operate a framework which effectively identifies and manages risks… identifying all risks which might prevent it achieving its objectives….with the necessary arrangements to manage risks and mitigate their effects”

2.2. XYZ Housing Group’s risk management framework and strategy must enable it to meet this requirement.

3. A COMMON RISK LANGUAGE 
3.1. It is important that all Group staff speak the same risk language.  To this end we define the following terminology:

3.1.1. Risk: risk is defined as exposure to the possibility of an event which may affect the ability of an organisation to survive and compete in its chosen market whilst maintaining its financial strength, a positive public image and the overall quality of its people and services. Or put more succinctly ‘Any event which impacts on the organisation’s ability to meet its key objectives’

3.1.2. Risk appetite: this measures the extent to which an organisation is prepared to take additional risks in order to achieve its aims.

3.1.3. Risk management framework: a framework developed to enable the identification, assessment and management of risk.  

3.1.4. Risk management: the five ways of handling risks are to accept, control, modify, eliminate or insure against them.

3.1.5. RiskMap: XYZ Housing Group’s automated spreadsheet for recording key risks and the likelihood of their occurring and their impact if they do.

3.1.6. Risk and control log: Also called “Risk Assessment” this is a further part of XYZ Housing Group’s automated spreadsheet for recording key risks, and shows the agreed method of risk management, the assessment of controls effectiveness and action plan, together with responsibilities for monitoring and review.

4. RISK APPETITE

4.1. Background: Whilst the concept of a risk appetite as being the extent to which XYZ Housing Group would be prepared to take additional risks in order to achieve its objectives is relatively easy to grasp, defining it is more difficult and the following matters need to be taken into consideration.

4.1.1. XYZ Housing Group is a not-for-profit organisation with the principal aim of providing secure and high quality services to disadvantaged people.  It would be inconsistent with this mission deliberately to take risks in order to secure high financial returns, as commercial companies do. However it is important to have some guidance as to– its risk appetite.

4.1.2. However, we work in a sector of considerable political and social importance, where changes in government policy and in the marketplace for social housing can repeatedly impose the need for innovation and strategic change and may also result in significant financial risk.  Examples of this are Supporting People and rent convergence, both of which have had immediate financial impact but the longer term effects of which on service provision are as yet unclear, both to government and to providers.  We also work in competition with other Registered Social Landlords and other organisations. 

4.1.3. In such circumstances, changing nothing would itself be a high risk strategy.  We must live with the risks inherent in defining and implementing change, doing what we can to avoid, minimise and control them and their impact.  

4.2. XYZ Housing Group Risk appetite: The following are indicators of our risk appetite, which addresses the types or level of risks that the XYZ Housing Group is prepared to take. Levels indicated below refer to the Group and may need to be adjusted for individual Group companies in line with their own risk appetites, though these should always follow the principles outlined for the Group.

4.2.1. All activities must be consistent with the Group’s objects and not in contravention of our Rules, for example in relation to borrowings, the issue of guarantees or on-lending within the Group.  We will at all times comply with the requirements of our regulatory authority.

4.2.2. We will avoid activities carrying the risk of substantial adverse publicity or other damage to the Group’s reputation and public standing. We recognise the importance of customer satisfaction and of regularly measuring current satisfaction with our services.  However, in devising strategy we also have to take account of the needs and expectations of future customers, even if this risks some adverse reaction among current customers.

4.2.3. We would normally expect each activity or business line to cover its costs. Where this is not the case – in particular, where a new activity is to be established – we would normally expect break-even to be achieved within three years and full pay-back of set-up costs within five, with deficits fully covered by net income. If not there must be an analysis of the costs and benefits to indicate: 

· that the outcomes of the activity are fully consistent with and support our general mission; and
· that the benefits accruing from the activity represent value for money and achieve best value for the Group; and 

· that the financial consequences are covered within the budgeted income available within the Group;

In all these cases, provided that the reputation of the XYZ Housing Group Housing Group is not put at risk.

Each activity will be judged on its merits and on the potential benefits that would accrue from successful implementation (or from continuing an existing line of business).  However, as a general indication of scale, we would not normally accept an annual budgeted deficit for any single activity in excess of 0.5% of Group turnover, even within the framework set out above. All new activities should be approved by Board at the appropriate level.

5. RISK MANAGEMENT FRAMEWORK

5.1. Managing risk is a continuous process which needs to be embedded into XYZ Housing Group’s systems to aid decision making, accountability and systems improvement.

5.2. XYZ Housing Group has developed a risk mapping process that is clearly linked to the activities and targets set out in the Business Plan.  We have assessed the inherent risk of each activity, measured by its potential impact on the Group, and have evaluated controls in place aimed at managing each risk. Risks are then assigned scores that reflect their current potential impact and the probability of loss arising. The risk mapping process focuses on the top 25 risks presently facing the Group in achieving its aims.

5.3. We have designed an output summary - the RiskMap – that provides the Board and senior managers with a visual representation of the current level of risk facing the Group, given controls in place, enabling the level of risk exposure to be tracked over time.  Risk levels can be reviewed at strategic level without detailed analysis yet also without being simplistic.  The current risk map and the underlying risk schedule are annexed to this Strategy at APPENDIX 1
5.4. The risk map is underpinned by a Risk and Control Log that assesses controls in place and lacking.  The log identifies action to be taken to manage, eliminate or control risks and allocates responsibility.  It shows the current assessed status of the key risks and their desired/achievable status.

5.5. Risks are formally reviewed at least annually by Executive Management Team and Board.

5.6. The risk management framework and outputs are regularly reviewed by Executive Management Team and by the Group Audit Committee reporting to the Board.

5.7. The Risk management process map is attached at APPENDIX 2
6. RISK MANAGEMENT ACTIVITIES
6.1. The Group undertakes a range of activities to manage, eliminate or control risks.  In particular, it will:

· Annually review the risk map in conjunction with the Business Plan (Board, Audit Committee, Executive Management Team)

· At least once a year, review and update the Risk and Control Log (Executive Management Team)

· Annually report the effectiveness of risk management and control (Executive Management Team via Audit Committee to Board; Board to shareholding members)

· Require Directors to sign an annual certification of controls assurance

· Embed risk assessment and management in the subsidiary and Divisional planning processes so that annual company and Divisional Plans address identified risks (subsidiary and Divisional Management Teams)

· Carry out risk assessments on all significant projects (senior managers, Executive Management Team / Risk Assessment Panel)

· Monitor the overall impact of new risks to ensure total risk levels remain within acceptable limits (Group Audit Committee, Executive Management Team)

· Report to Executive Management Team (senior managers) and monitor (Group Internal Audit Service) internal control failures; report to Audit Committee

· Implement a programme of Risk Awareness Workshops to identify key risks in main business areas and devise risk management activity to address them (senior managers, supported by Group Internal Audit Service

· Focus Board papers on risk issues where appropriate (Executive Management Team) 
RESPONSIBILITIES

	Boards 
	 Group Audit Committee
	Management / 

EMT 
	Specialist Risk
	Risk Panel / EMT
	Internal Audit

	Determine risk appetite
	Review approach
	Identify risk
	Insurance
	Risk Strategy
	Maintain risk map

	Approve and Review strategy
	Review risk management
	Evaluate risk
	Development (LSRP)
	Risk Framework
	Independent audit

	
	Monitor actions
	Manage risk
	Health & Safety
	Monitor and 

co-ordinate
	Assurance and opinion 

	
	
	Take risk
	Business Continuity
	Risk reporting
	

	
	
	Own risk
	
	Facilitate improvements

Proactive advice and support
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� The Housing Corporation: The way forward - Our approach to regulation Published January 2002


� R2-25/01 Internal Controls Assurance effective from November 2001


� Effective Risk and Business Management: Caroline Shah (The Housing Corporation): 2000


� The Cadbury Code, or the 'Report of the Committee on the Financial Aspects of Corporate Governance: The Code of Best Practice' Published in 1992 for compliance by companies listed on the London Stock Exchange.  Working party chaired by Sir Adrian Cadbury.


� Nolan – Standards in Public Life – published 1994?


� Greenbury – Director’s Pay – 1995


� Hampel – Combined Code 1998


� Guidance on Internal Control (The Turnbull report) published 1999


9 The Combined Code on Corporate Governance July 2003 Section D.2.2 of the old (1998) Code appear in the new (2003) Code as principle C.2, provision C.2.1 and (in amended form) provision C.3.5





� R2-25/01 Internal Controls Assurance effective from November 2001 and Internal controls assurance – Guidance notes for RSLs: The Housing Corporation: 2001


� COSO (Committee of Sponsoring Organisations of the Treadway Commission)


� Risk Based Internal Auditing Position Statement: Institute of Internal Auditors - UK & Ireland 2003
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		Impact Category

		Financial

		Reputational



		Major

		>£250,000

		Major event(s) affecting normal operations / key partner perceptions; e.g. major contractual dispute, supervision order.



		Significant

		>50,000

		Significant event(s) generating bad publicity within industry, possibly over a prolonged period.



		Important

		>10,000

		Individual incident generating national bad press or impacting on customer satisfaction for a large number of customers.






