	[image: image1.wmf]
	INTERNAL AUDIT PROGRAMME GUIDE

OFFICE AUTOMATION STRATEGIES


	Housing Association Internal Audit Forum



Preamble

With the increasing developments in IT comes greater opportunities for improving service delivery and enabling the user through technology.  However, this comes at a cost, and this cost must justify its place in the association’s spending plans as increased pressure is applied to the control over financial resources and the requirement to obtain value for money.

There is now a far greater choice than ever before in enabling solutions:

· The increased power of word processing and its integration with graphics and other “front office” analysis and publication tools;

· The exploitation of the Internet with web based solutions hosted externally;

· Ever evolving methods of electronic communication, making it easier to work away from the office.

However, with this choice comes the need for comprehensive strategic direction as some of these developments may require a change to the business process if the economies offered are to be delivered.

It is the IT Strategy linked to the business or corporate strategy and plans that will provide this strategic direction to structure the association’s effective use of IT as the business drives forward. 

General Information

The exponential developments in technology in recent years have provided more effective methods of delivering services to customers and allowed managers a greater influence over their processing requirements.  Desktop computing is now commonplace in the association’s infrastructure and client / server environments allow the local management of information systems and can remove a certain degree of reliance on “mainframe” processing and centrally delivered and supported IT.

However, with this expansion of technology and its availability comes an increased need to ensure that management’s key business objectives are being met efficiently and that value for money is being achieved from the investments being made. 

Why replace departmental PC’s annually as state of the art desktop processing power evolves, when many desktop PC’s are used only for front office functions such as word processing and data input, where increased “3D” graphics capability, or slight improvement in processor speed is unlikely to have any noticeable value for money benefits to the user.

There is a also a far greater choice in how services are delivered and many organisations are finding benefits in outsourcing all or some of their IT to external facilities management specialists.

If the Association is to achieve its business objectives and find an effective pathway through this technological jungle then they will need to have a documented and formally approved strategy based on the medium to long term business projections.

Meeting Business Requirements

As discussed above there are many technological advancements which the association may wish to consider as business enablers in key areas of service delivery. 

E-Business systems can provide tenants with on-line access to their rent account information and to make secure on-line payments or make on-line maintenance requests.

E-mail and the Internet may allow a more effective method of communication through publicly accessible terminals in libraries, civic buildings within the association’s locality and one-stop shops.

The content of a strategy will be different for every organisation and it is likely that no one association will have a strategy exactly the same as another even though their business objectives will be broadly the same.

However, all strategies should aim to answer the following:

· Where are we now?: 

· What are our current resources.

· What are the needs of our customers.

· Are we meeting, or able to meet those needs with our current resources.

· Where do we want to be?:

· What are our objectives in the medium and long term.

· What are the continuing needs of our customers

· What is and may be possible given the technology available.

· How do we get there?:

· What are our priorities.

· What constraints do we have in delivery of our service.

· What will be the critical success factors.

Above all in any strategy, there must be a clear ownership and commitment from top management and an enthusiasm from all to drive it forward.

The strategy itself will provide the corporate framework, supported by the various departmental strategies of the association outlining their local plans for service delivery.  It will be the role of the management team to ensure that consistency is applied to the process, to ensure that any deviation from corporate standards is fully justified and will not culminate in a mix of technologies which are incompatible and lead to ineffective and inefficient service delivery.

All projects arising out of the Strategy should be controlled by a properly constituted project board and wherever possible an accepted project methodology should be employed; such as PRINCE2.

Areas covered by this IAPG

This IAPG covers the following areas:

General Information

Meeting Business Requirements

Associated Risks

Overall Control Framework

Associated Risks

Failure to put in place and enforce robust systems of internal control in the area of IT strategy may expose an organisation to a number of risks, which include:

	Risk
	Potential Implications

	No formal IT strategy document, which details the IT development and the direction of the Association.


	· Failure to exploit IT to the full

· Incompatible solutions

· Disparate and un co-ordinated developments

· Lack of management commitment



	Strategies prepared by individual departments do not support service plans & the Association’s corporate plan
	· IT Provision out of step with the actual needs of the service departments.

· Incompatible solutions



	No high level commitment  for the strategy and its implementation.
	· Failure to react to technological changes and changes in business requirements.



	There are no corporate standards defined for IT resources
	· Incompatibility

· Availability and value for money of support / expertise.



	No or ineffective communication of the Strategy to key staff at all levels throughout the organisation.
	· Lack of awareness in corporate strategies

· Failure to communicate corporate goals




Sources of information

· CIPFA FIS Volume on Internal Audit.

· CIPFA Computer Audit Guidelines Version 6
· The Audit Commission
· BS / ISO 17799, Information Technology – A Code of Practice for Information Security Management.

· The Internet for PRINCE2 and project management methodologies

	System Control Objective
	Expected Key Control or Process
	Suggested Tests


	File

Ref

	1.
There is a suitable and up to date IT strategy detailing the IT development and direction of the Association.


	1.1
The strategy has been fully documented and is up to date.
	a) Obtain a copy of the strategy and check that it reflects the Association as a whole, and includes any departmental strategies.

b) Review the date of the strategy document including the currency of supporting departmental strategies

c) Check whether the strategy reflects a current view of IT developments by reference to journals, Internet research and by discussion with professional colleagues and the IT Manager.


	

	
	1.2
The strategy has been formally approved by the management board
	a) Check board minutes to determine whether the strategy has been formally considered and approved.

b) Check board minutes and discuss as necessary to determine whether the management board has been briefed about current developments in IT and its potential to the Association.


	

	
	1.3
The organisation has prepared a corporate business plan and the strategy clearly supports it
	a) Obtain a copy of the corporate business plan and other strategic policy documents and identify the main medium and long-term objectives of the Association.

b) Does the IT strategy fully consider the business objectives and put forward solutions which support the achievement of the objectives.


	


	System Control Objective
	Expected Key Control or Process
	Suggested Tests


	File

Ref

	1.
There is a suitable and up to date IT strategy detailing the IT development and direction of the Association. (Continued)


	1.4
The strategy clearly defines where the organisation wants to be and the steps necessary to get there
	a) Review the strategy.  Does it define the current state of IT within the Association, the  medium to long term proposals for IT and the means of moving forward to meet the proposals.

b) Does the Strategy address any known or potential changes to the RSL governance framework.

c) Review progress in implementing the strategy.


	

	
	1.5
Strategies prepared by individual departments support service plans & the corporate plan
	a) Review the departmental IT strategies and ensure that they are consistent with their own plans and the corporate objectives.


	

	2.
Adequate arrangements exist to manage its implementation and maintain the strategy as required
	2.1
The strategy has been communicated to key staff at all levels throughout the organisation.
	a) Determine if and how copies of the IT strategy have been distributed to all key personnel.

b) Ask a sample of key personnel whether they are aware of the strategy content and its implications for IT development within their service area.


	

	
	2.2
Departmental management is fully committed to implementation of the strategy.
	a) Discuss with service heads as considered necessary.

b) Review minutes and attendance at strategy boards to ensure all service heads are represented and attend regularly.


	


	System Control Objective
	Expected Key Control or Process
	Suggested Tests


	File

Ref

	2.
Adequate arrangements exist to manage its implementation and maintain the strategy as required (Continued)
	2.3
A high level group with appropriate authority is responsible for the overall management, monitoring and implementation of the strategy. 


	a) Is there a high level IT Strategy Group for the Association.

b) Review the terms of reference, constitution and reporting lines of the group to ensure it has the appropriate authority and membership to effectively drive the strategy forward.


	

	
	2.4
The appropriate management structures are in place to manage and monitor implementation of strategy projects.
	a) Is there a project management group in place to oversee strategy implementation and delivery.

b) Review its terms of reference and constitutions to ensure it has the appropriate authority and membership to manage projects effectively.

c) Review the minutes of the Group for implementation progress.


	


	System Control Objective
	Expected Key Control or Process
	Suggested Tests


	File

Ref

	2.
Adequate arrangements exist to manage its implementation and maintain the strategy as required (Continued)
	2.5
Corporate standards have been defined and adherence is monitored.
	a) Enquire whether there are corporate standards in place.  Obtain a copy of standards and discuss with managers to ensure there is an adequate awareness.

b) Review current departmental service plans and ensure they are consistent with the corporate standards and Strategy. Ensure justification for any diversion from the standard has been reported to, discussed and accepted by the Strategy group.

c) Discuss with key IT Personnel whether there has been any recent breaches of standards and if so what action was taken.
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