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	INTERNAL AUDIT PROGRAMME GUIDE

RISK MANAGEMENT


	Housing Association Internal Audit Forum



Preamble

This Internal Audit Programme Guide covers the area of Risk Management, however there are a number of implications arising from this guide which relate to any area of review by an Auditor as well as the other IAPG guides, in particular the chapters’ relating to Corporate Governance and New Business Initiatives.

The Housing Corporation continues to regard Risk Management as an essential discipline for all associations and is a core component of its Regulatory Code.  The early adoption of the principles of risk management by the Housing Sector has established a firm foundation on which to face the risks and challenges facing the sector.  The establishment of a risk management framework is now a feature being adopted across the whole of the public, not for profit and corporate sectors, consequently there is a wide array of guidance on the implementation and embedding of such principles.

In considering the above one should always remember that the purpose of risk management is to help organisations successfully implement their strategies and risk management is not merely about ‘bad things’ happening.

There are a number of specialist organisations which have been established concerning Risk Management including the Institute of Risk Management (IRM), The Association of Insurance and Risk Managers (AIRMIC) and ALARM The National Forum for Risk Management in the Public Sector.  There contact details are listed below in the useful Websites section.

Risk Management is a core component of the organisations internal control system and as a means of addressing and monitoring the key risks that threaten the attainment of the association’s business objectives.   Therefore it is given significant prominence under both the Housing Corporation Regulatory Code and its circular and guidance on Internal Controls Assurance, and heavily influences the Board’s annual review and statement on the internal control system within an association’s financial statements.   

Section 1.2 of the Housing Corporation Regulatory code requires: 

“ Housing associations must operate a framework that effectively identified and manages risks :

· Identifying all major risks that might prevent them achieving their objectives;

· With the necessary arrangements to manage risks and mitigate their effects “.

A particularly useful source of information is the report and associated guidance on the Housing Association risk data sharing project.  This reviews how risk management has been organised in a sample of forty six housing associations and the risks that materialised in forty one of them over a 12 month period.  A Risk Event register template was also provided as part of this guidance along with guidelines on how to utilise it.

The Role of the Internal Auditor

Internal Audit is a service to management that reviews the adequacy and reliability of managerial, financial and operational controls. It should operate independently of any of these areas and should not be part of any control procedure. It is therefore unlikely that the objectives of the internal audit would be met if the internal auditor formed an integral part of the risk management strategy.  However, it is perfectly reasonable for the Internal Auditor to:

· Review the process by which the Risk Management strategy has been developed and monitored;

· Form part of the monitoring process whereby Internal Audit ensures compliance with the controls that have been laid down by management to either prevent or detect the impacts of a "risk" arising.

In effect, this IAPG has been designed to assist the Internal Auditor in achieving the first of the two roles outlined above. The second area (i.e. monitoring of compliance with laid down controls) is a normal part of the Internal Auditor's work when auditing any area within an association.

Areas covered by this Guide.

This Internal Audit Programme Guide covers the following areas:-

· Compliance with Housing Corporation Guidance

· Organisational Culture

· Comprehensiveness of Coverage

· Management Information

Key Risk Areas

As with all other systems failure to put in place an appropriate risk management strategy carries with it a number of risks.  In this case, however, there is really only one main risk and that it the failure to develop an appropriate Risk Management strategy. The implications for this failure are that:

· The association is subject to criticism from the Housing Corporation with a large number of potential further ramifications in areas such as funding.

· The association will not be prepared to meet adverse circumstances that could have a significant impact upon its ability to continue as a viable business.

Other Sources of Information

There are a large number of useful publications available on this topic, some of those most relevant to the Housing Sector have been detailed below. 

· Housing Association Risk Data Sharing Project, Housing Corporation (2003)

· Risk Management Topic paper 5 : A practical approach to identifying risk, Housing Corporation (2003)

· Risk Management Topic paper 4 : Risk Mapping – Dilemmas and Solutions (2003)

· Risk Management Topic paper 3 : Monte Carlo Situation and the Art of Aviation (2002)

· Risk Management Topic paper 2 : Embedding Risk management – Some tips and tactics (2002)

· Risk Management Topic paper 1 : The quantification of risk, Housing Corporation (2002)

· A Strategy for Success: Effective risk and business management, Housing Corporation (2001)

· G40 - Internal Controls Assurance : a guide to board level reporting, NHF, ISBN 0 86297 468 2 (2002)

· R2 25/01 Internal Controls Assurance, Housing Corporation (2001)

· Internal Controls Assurance – Guidance for housing associations, Housing Corporation (2001)

· Risk Management for Registered Social Landlords - Detailed Guidance:  Housing Corporation, (1997)

· Risk Management for Registered Social Landlords - Executive Summary:  Housing Corporation, (1997)

· Embedding risk management into the culture of your organisation, IIA (2003)

· Professional Briefing Note 13 - Managing Risk: Institute of Internal Auditors 1998

· Risk Management in the Public Services, CIPFA (2001)

· Implementing Turnbull : A boardroom briefing – ICAEW 1999 

· The Risk Management Standard, The Institute of Risk Management (2002)

· Enterprise Risk Management Framework – Consultation Draft, COSO (2003)

The Institute of Risk Management issues a bi-monthly journal, InfoRM, for members plus a number of other publications and videos that are also available to non-members. The Institute can be contacted via their website below.  AIRMIC also publishes a periodic newsletter, Risk Directors, providing an overview of current risk management issues.  Again this is available to download from their website below.

Useful Websites

· www.housingcorp.gov.uk
· www.housing.org.uk

· www.iia.org.uk

· www.cipfa.org.uk
· www.theirm.org
· www.airmic.com
· www.alarm-uk.com
· www.coso.org

1.
 Compliance with Housing Corporation requirements 
	System Control Objective


	Expected Key Control or Process
	Suggested Tests


	File

Ref

	1.1    The association has developed, and regularly reviews, a risk management strategy in accordance with Housing Corporation requirements.
	1.1.1      A framework for risk management has been documented within an overall policy \ strategy \ procedural document \ terms of reference.
	(a) Obtain the association’s risk Policy \ strategy framework document and ensure it sets out the roles and responsibilities of Members \ Staff; the identification, evaluation and management of risk in the organisation; the processes for assessing risks associated with new projects; and the formal outputs in terms of reporting on risk management within the organisation.

(b) Obtain the terms of reference for Board and any Committee responsible for risk management to ensure these are consistent with the overall framework.


	

	
	1.1.2 The association has developed a risk register as part of its framework for risk management.
	(a) A risk register has been developed which encompasses both the strategic and operational risks of the association’s activities.


	


1.
 Compliance with Housing Corporation requirements (Cont.)
	System Control Objective


	Expected Key Control or Process
	Suggested Tests


	File

Ref

	1.1    The association has developed, and regularly reviews, a risk management strategy in accordance with Housing Corporation requirements. (Continued)
	1.1.3 The risks contained in the register have been prioritised in terms of their probability of arising and their impact upon the organisation should they arise, using a consistently applied methodology.


	(a) 
Obtain details of the methodology employed in drawing up the risk register and confirm that all risks were required to be evaluated against the same criteria in terms of their likelihood of occurrence and potential impact.

(b) Obtain the working papers (wps) supporting the original production of the risk register or the most recent wps in support of the most recent update and confirm that the methodology was actually used in practice.

(c) For a sample of risks review the reasonableness of the way in which the likelihood and impact of risks has been assessed.

(d) Where a scoring mechanism, has been used to rank and/or categorise risks select a sample of risks and confirm that scores and resultant risk categorisations have been correctly applied.


	


1.
 Compliance with Housing Corporation requirements (Cont.)
	System Control Objective


	Expected Key Control or Process
	Suggested Tests


	File

Ref

	1.1    The association has developed, and regularly reviews, a risk management strategy in accordance with Housing Corporation requirements. (Continued)
	1.1.3 The risks contained in the register have been prioritised in terms of their probability of arising and their impact upon the organisation should they arise, using a consistently applied methodology. (Continued)


	(e) Where the association has sought to place a financial value against risks, select a sample of risks and review the calculations for accuracy and reasonableness.


	

	
	1.1.4 The risk register contains details of how each risk is to be handled. 

(Note: There are four typical responses to a risk, Accept, Manage and control, Eliminate or Modify. For certain risks, however, the only practical response is to put in place contingency or recovery plans)
	(a) Review the methodology employed and confirm that it requires each key risk to be considered in terms of the action required to manage or mitigate the risk.

(b) Review the risk register and confirm that a decision has been taken, for each risk listed, as to how it should be handled (e.g. Accept, Manage, Modify or Eliminate) or, if not, that a decision has been taken to put a contingency or recovery plan in place.

(c) Select a sample of risks and consider whether, in light of the impact and probability of the risk, the planned response appears reasonable.


	

	
	1.1.5 The risk register clearly allocates responsibility for risks to individuals within the organisation.


	(a) Review the risk register and confirm, for each risk listed, that responsibility for that risk has been allocated to a named member of staff.


	


1.
 Compliance with Housing Corporation requirements (Cont.)
	System Control Objective


	Expected Key Control or Process
	Suggested Tests


	File

Ref

	
	1.1.6 For each risk, assurances are identified which provide comfort to Management and the Board that controls are working effectively. Assurances may include:

· Internal audit;

· External audit

· Performance indicators

· Board reports

· Working Group reporting
	(a)
Review the risk register and confirm for each risk listed, that appropriate assurances have been identified which provide comfort to Management and the Board that controls are working effectively.
	


2.
Organisational Culture

	System Control Objective


	Expected Key Control or Process
	Suggested Tests


	File

Ref

	2.1 The association has defined its overall risk appetite \ tolerance.
	2.1.1 The Board has agreed the overall risk appetite \ tolerance of the association and its activities. (Risk appetite is essentially an organisations willingness and capacity to expose itself to risk).


	(a) Review Board papers to ensure the risk tolerance \ appetite of the association has been agreed and this has been communicated within the organisation.


	

	2.2 The association encourages a culture of risk awareness and monitoring. (Note: This should not mean that staff are always encouraged to be risk averse)

	2.2.1 The existence of, and responsibility for, a risk management framework is set out in the association’s Standing Orders/Financial Regulations or equivalent.


	(a) 
Review the Financial Regulations/Standing Orders and ensure that risk management is included.


	

	
	2.2.2 Accountability for risks and their management forms part of the objective setting process for staff.


	(a) Review the risk management framework document to ensure coverage of how this integrates with the objective setting process for staff..

(b) 
Review the staff appraisal/objective setting  process and confirm that it ensures that staff are aware of their responsibilities for monitoring and managing risk.

(c)
Interview a selection of staff to evaluate the extent to which they are aware of and/or accept their responsibilities for managing risk. 


	


2.
Organisational Culture (Cont.)

	System Control Objective


	Expected Key Control or Process
	Suggested Tests


	File

Ref

	2.2. The association encourages a culture of risk awareness and monitoring. (Note: This should not mean that staff are always encouraged to be risk averse) (Continued)


	2.2.3 The process of risk identification and assessment is both top down and bottom up.

(Note: The process should involve input from staff throughout the organisation and from Board members)

	(a) Review the risk assessment methodology employed by the association and confirm that it allowed for inputs from staff at all levels as well as from Board members.

(b) Further to 1.1.3 (c ) review the working papers supporting the risk register and confirm that, in practice, input was received from a sufficiently broad spectrum of staff and from members.

(c) If practicable, interview a selection of members (or cover by way of questionnaire) and ascertain their views on the adequacy and appropriateness of the process by which the risk framework document and register was developed.

(d) Interview a selection of staff and ascertain their views on the adequacy and appropriateness of the process by which the risk framework document and register was developed.


	

	
	2.2.4 Training on risk management in general and the framework adopted by the association is periodically provided to members, particularly those new to the association, and staff within the association
	(a) Ascertain the extent to which training has been provided to new and existing members of the association’s Board.

(b)  Review the extent to which training on risk management has been provided to Staff.


	


2.
Organisational Culture (Cont.)

	System Control Objective


	Expected Key Control or Process
	Suggested Tests


	File

Ref

	2.2
The association encourages a culture of risk awareness and monitoring. (Note: This should not mean that staff are always encouraged to be risk averse) (Continued)


	2.2.5 Staff are required to sign an annual accountability statement setting out responsibility for identifying, monitoring and managing risk in their area of activity.

(Note: The existence of a mechanism of this type will depend upon the culture of individual associations)

	(a) 
Where annual accountability statements are used ensure that all statements required have been submitted and that their contents have been reviewed by management and/or committee.


	


3. 
Comprehensiveness of Coverage 

	System Control Objective


	Expected Key Control or Process
	Suggested Tests


	File

Ref

	3.1 The association has developed a comprehensive risk management strategy that covers all of the key risks which could be encountered.


	3.1.1 The risk framework document and risk register clearly links the risks identified to the association’s Corporate/Business plan.


	(a)
Review the risk management framework document to ensure coverage of how this integrates with Corporate and Business planning cycles.

(b) 
Obtain a copy of the latest   business/strategic/corporate plan and confirm that the risk strategy is clearly linked to the risks of not achieving  corporate objectives.

(c) 
Review the risk register and confirm that risks have been identified in respect of all corporate objectives.
	

	
	3.1.2 The risk register covers all key risks identified within Housing Corporation guidance.


	(a) Review the risks set out in Housing Corporation guidance and confirm that all key areas have been considered and/or are included in the risk register.

(b) If possible obtain copies of risk registers from other similar associations and review these against the organisations own risk register for completeness.


	


	System Control Objective


	Expected Key Control or Process
	Suggested Tests


	File

Ref

	3.1 The association has developed a comprehensive risk management strategy that covers all of the key risks which could be encountered. (Continued)


	3.1.3 The risks identified cover all key risks that have been identified by the internal and external audit processes.


	(a) Review the association’s documented Risk Management Framework and ensure it allows for input from internal and external audit and other third parties \ assurance providers.  

(b) Review the risk register and ensure that it covers all key risks that have been identified by the Internal and External Auditors.

(c) Ensure the internal audit programme is robustly linked to the association’s Risk Register, i.e. coverage is provided for any new risk areas appearing on the register as part of the review process.


	


4.   
Monitoring of risks
	System Control Objective


	Expected Key Control or Process
	 Suggested Tests


	File

Ref

	4.1 Management has put in place a structure that allows new risks to be reported as they arise.


	4.1.1 Papers in support of new initiatives submitted to the management team contain a section identifying any new risks.


	(a) Review the risk management framework document to ensure it provides a formal and robust assessment of risk associated with any new ventures, and the mechanisms for reporting this are clearly identified.

(b) Review a sample of management team papers and confirm that risks associated with new initiatives has been appropriately considered.


	

	
	4.1.2 All papers submitted to the Board and sub-committees thereof contain a section on relevant risks which must be completed even if a nil return is made.


	(a) Review a sample of Board and committee papers and confirm that risk has been included as a standard heading.

(b) For the sample above review the related committee minutes and confirm that risks were properly explored by the Board/committee.


	

	
	4.1.3 Staff in all areas of activity are required to report key risks to an appropriate level of management as and when they arise.


	(a) Review the risk management framework document to ensure the means by which new risks are to be reported both bottom up and top down is detailed and that it is fit for purpose..

(b) Interview a sample of staff to identify the way in which they perceive new risks should be reported and assess the practicability of the approach adopted.

(c) Based on the results of (a) above, sample test the risk notification system in place and assess its effectiveness in practice.


	


4.   
Monitoring of risks (Cont.)
	System Control Objective


	Expected Key Control or Process
	 Suggested Tests


	File

Ref

	4.2 Management has put in place requirements for risks to be monitored.


	4.2.1 The risk register identifies the persons responsible for managing risk and  the frequency and mechanism by which they should be monitored.


	(a)  Review the risk register and ensure that it identifies the person(s) responsible for managing risk.

(see also 1.1.4 (a))

(b) Review the risk register and ensure that it identifies the frequency and mechanism by which risks should be monitored.

(c) Select a sample of risks and confirm that they have been monitored using the frequency and mechanisms set down in the risk register. (Note: Some evidence for this test may be gathered by way of interview)
(d) For the sample at (c) above assess the reasonableness of the monitoring mechanism and of the frequency with which the risk is monitored.


	


5.   
Management information

	System Control Objective


	Expected Key Control or Process
	 Suggested Tests


	File

Ref

	5.1 The risk management framework and register is reported to, and reviewed by the Board at least annually.


	5.1.1 The full Board considers the risk management framework document and risk register, in detail, at least once every year.


	(a) Obtain copies of Board minutes and confirm that the full Board has considered the risk framework and register in detail at least once every year.


	

	5.2 The risk management framework and register is reflected within the statement of internal control.
	5.2.1 The Statement of Internal Control makes reference to the establishment and operation of a risk management framework within the association during the course of the year.


	(a) Obtain the Statement of internal control within the financial statements and review for its coverage of Risk Management.

(b) Based on the review and testing undertaken as part of this guide does this statement represent a fair and accurate reflection of the operation of the organisations risk management framework in the period.  


	

	5.3 The management team review the risk register on a regular basis.


	5.3.1 The management team receive regular (at least twice per annum) reports on the risk monitoring process and on any changes in risk.


	(a) Review management team papers (or interview senior management if formal papers are not prepared) and ensure that the adequacy and results of  risk monitoring are considered at least twice each year (ideally quarterly).

(b) Review management team papers (or interview senior management if formal papers are not prepared) and ensure that any new risks or changes in risks are reported promptly.

(c) Review the extent to which the association has aligned its regular reporting of Key Performance Indicators to the content and monitoring mechanisms highlighted within its risk register.
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