	[image: image1.wmf]
	INTERNAL AUDIT PROGRAMME GUIDE

SYSTEMS DEVELOPMENT


	Housing Association Internal Audit Forum



Preamble

The Systems Development Life Cycle (SDLC) is a defined process for developing new systems. It starts with fact-finding studies, progresses through analysis and design, moving on to system building and testing, and finally ending in the implementation of a new system. Most SDLC’s are a variation on this theme and consist of a variable number of stages that are matched by management procedures and standards for controlling the phases. In addition to SDLC, there are a number of other methodologies covered by this procedure note.

Whilst standards and training help to ensure that all important aspects about a system are recorded and included in the design, separate control procedures must still be set up to manage the systems development process as a project.

General Information

Systems development work can go wrong. A lack of control can, and often does lead to waste, systems that fail to meet the user requirements, and in the very worst scenario, total failure of the systems project.

The Systems Development Life Cycle (SDLC) follows are number of defined stages

· Feasibility Study;

· Systems Investigation;

· Systems Analysis;

· Systems Design;

· System Implementation; and

· System Review and Maintenance.

Structured Systems Analysis and Design (SSADM) is another example of a formal systems development process. This method of system development is noted for the way in which users are involved in the design and development process. Although it is a very technical approach, SSADM tends to deliver stable, well-designed systems that meet user requirements.

Rapid Application Development (RAD) uses advanced software development tools to rapidly develop a system. Speed is a major advantage, however this may result in a system with less sophistication and resilience.

The Dynamic Systems Development Method (DSDM) is another type of systems development and is based on a principle that 80% of a users requirements can be met in 20% of original system development time. The system is developed using elements of prototyping and system components are modelled for user approval.

Finally, Joint Applications Development (JAD) encourages a culture whereby end users and developers develop systems jointly and users are involved in all aspects of the systems development process.

All systems development methods have a number of advantages and disadvantages and a judgement must be made on the most appropriate method for each association’s circumstances.

Areas covered by this IAPG

This IAPG covers the following areas:

General Information

Types of System Development Processes

Associated Risks

Overall control framework with key controls and suggested tests

Associated Risks

Failure to put in place and enforce robust systems of internal control in the area of systems development is subject to a number of risks.  These could include the following:

	Risk
	Potential Implications

	No standards for system development projects 
	· The system may not be developed to the required standard

· System may not be delivered on time or within budget

	No review, approval and control of changes during the system development process.
	· Unapproved changes being made to the specification of a system

· System may not be delivered on time

	User requirements not well documented and clearly stated.
	· System does not meeting user requirements.

	The overall scope of the project not being well defined.
	· Inadequate information leading to unforeseen delays and the potential for large overspend on the development of the system.

	No feasibility study carried out.
	· Poor systems analysis and design.

	No risk analysis being carried out.
	· Failure to identify significant risks to the completion of the project.


	Risk
	Potential Implications

	System design not being fully documented and unclear.
	· The potential for poor system design and functionality.

· Project may run into difficulties

	Systems development team having inadequate levels of resources to accomplish the project successfully.
	· Systems development may not be accomplished successfully.

· System may not be delivered on time 

	No detailed test plan.
	· Implementation of a system that is not sufficiently robust

· Implementation of a system that does not meet user requirements

· Implementation of system that contains errors

	Inadequate levels of system documentation.
	· On-going support may prove to be difficult 

· Over reliance on staff within the development team


Bibliography and other sources of information

· BS ISO/IEC 17799:2000 Information Technology — Code of Practice for Information Security Management;
· CIPFA Computer Audit Guidelines Version 6
· Institute of Internal Auditors Information Technology Briefing Notes
	System Control Objective
	Expected Key Control or Process
	Suggested Tests


	File

Ref

	1.
Corporate Polices and practices for system developments are adhered to.
	1.1
Does corporate policy establish in writing detailed practices to govern systems development projects.


	(a)
Establish the existence of a corporate policy. This may be included within the IT strategy. 


	

	
	1.2
Is an appropriate systems development methodology adopted.
	(a)
Ascertain what development methodology is in place and ensure that it is fit for purpose.
	

	
	1.3
Is there a project management and control system which requires preparation of time and cost budgets and then measurement of actual against planned results.
	(a)
Establish what project management arrangements are in place and ensure that they are fit for purpose.


	

	
	1.4
Is there a review, approval and control of changes during development, maintenance and operation of computerised systems.
	(a)
Discuss with the Project Manager how changes to a development are controlled and managed. 


	

	2.
User requirements for all areas of the system development are met.
	2.1
Are user requirements documented well and clearly.
	(a)
Ensure a business case and specification of requirements has been produced. 
	

	
	2.2
Is the scope of the project well defined.
	(a)
Examine system Project Initiation Documentation (PID) and assess contents.
	

	
	2.3
Do user requirements appear to reflect actual needs.
	(a)
Discuss with senior staff in the association and examine system project documentation.

(b)
Ensure senior users are included in the implementation of the system. 
	

	3.
A feasibility study for all aspects of the proposed system has been carried out.
	3.1
Is the feasibility analysis well and clearly documented. 
	(a)
Evaluate the contents of the feasibility study
	

	
	3.2
Does the preliminary design meet user requirements.
	(a)
Review system documentation and evaluate level of discussions that have taken place with system users.
	

	
	3.3
Has a project plan been prepared.
	(a)
Establish with the Project Manager if such a plan is in place.
	


	System Control Objective
	Expected Key Control or Process
	Suggested Tests


	File

Ref

	3.
A feasibility study for all aspects of the proposed system has been carried out. (Cont.)
	3.4
Has the feasibility analysis report been submitted to the management steering committee for action.
	(a)
Establish if such a report has been prepared and note date report sent and to whom.
	

	4.
Elements of system design are adequately controlled.
	4.1
Is the systems design well and clearly documented. 
	(a)
Evaluate system design documentation.
	

	
	4.2
Has a detailed work plan been prepared for the design phase.
	(a)
Determine if such a plan has been prepared.
	

	
	4.3
Are systems development team resources adequate to accomplish objectives.
	(a)
Discuss with senior members of project team and determine the level of resources allocated to the project. 
	

	
	4.4
Have systems design acceptance criteria been prepared.
	(a)
Determine if such a criteria has been prepared and its effectiveness.
	

	
	4.5
Has a preliminary systems test plan been prepared.
	(a)
Determine if such a plan has been prepared and its effectiveness.
	

	
	4.6
Has a risk analysis been conducted.
	(a)
Determine if a risk analysis has been prepared for the project. 
	

	
	4.7
Has the systems design been submitted to the management steering committee for action.
	(a)
Obtain a copy of the report and review its contents for appropriateness.
	

	5.
A system specification has been prepared and adhered to.
	5.1
Are systems specifications well and clearly documented. 
	(a)
Review systems specification and comment on whether it is comprehensive and fit for the purpose it is intended.
	

	
	5.2
Has a detailed work plan been prepared for the systems specifications phase.
	(a)
Determine if such a work plan has been prepared.
	

	
	5.3
Have time and cost estimates, cost/benefit analysis, and impact study been updated.
	(a)
Review current analyses and determine if they have been updated
	

	
	5.4
Do the systems specifications provide adequately for internal control and data security.
	(a)
Evaluate current system specifications and determine if they contain adequate information on internal control and system/data security.
	

	
	5.5
Has the systems test plan been updated.
	(a)
Determine if the systems test plan has been updated.
	


	System Control Objective
	Expected Key Control or Process
	Suggested Tests


	File

Ref

	5.
A system specification has been prepared and adhered to. (Continued)
	5.6
Have systems specifications been submitted to the management steering committee for action.
	(a)
Determine if such a report has been presented to the appropriate committee. 
	

	6.
All areas of systems development are adequately controlled.
	6.1
Has a detailed work plan been prepared for the systems development phase.
	(a)
Determine if a detailed work plan has been prepared.
	

	
	6.2
Has the project management and control system been used effectively during the systems development phase.
	(a)
Discuss with senior project staff and review progress reports and system documentation.
	

	
	6.3
Have significant changes to systems specifications been controlled and approved.
	(a)
Examine system change control documentation and ensure that all system changes carried out to date are appropriately approved.
	

	
	6.4
Have time and cost estimates, cost/benefit analysis, impact study, and risk analysis been updated.
	(a)
Determine whether such documentation has been updated.
	

	
	6.5
Are tests documented well.
	(a)
Review all system testing documentation and determine its effectiveness and appropriateness.
	

	7.
System implementation is adequately planned and controlled.
	7.1
Has a detailed work plan been prepared for the systems implementation phase.
	(a)
Has such a work plan been prepared.
	

	
	7.2
Is the system documented adequately.
	(a)
Review all current system documentation for its effectiveness and appropriateness.
	

	
	7.3
Have responsible departments approved the system for implementation.
	(a)
Discuss with senior departmental staff and determine the extent of their involvement in the system development process.
	

	
	7.4
Has the management steering committee approved the system for implementation.
	(a)
Determine if such a report has been presented to the appropriate committee.
	

	
	7.5
Are system training requirements being met.  Is there a dedicated system training team in place.
	(a)
Determine procedures for system training and how training will be delivered and for how long.
	


	System Control Objective
	Expected Key Control or Process
	Suggested Tests


	File

Ref

	8.
A post-implementation review has been carried out after system implementation.
	8.1
Has a detailed review of the system and its environment been conducted at about six months after initial implementation.
	(a)
Determine if a post implementation review has been carried out and who was involved. 
	

	
	8.2
Does the system meet original objectives satisfactorily.
	(a)
Review and discuss with senior project staff and system users.

(b)
Compare final system to system specification and other systems documentation.
	

	
	8.3
Has system documentation been maintained up to date.
	(a)
Determine the current level of system documentation and whether this is up to date.
	

	
	8.4
Has change control been maintained.
	(a)
Determine if robust and effective procedures for ongoing system change control

(b)
Test check a sample of current change control documents. 
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