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Introduction

This guide provides advice on matters designed to assist the auditor in developing an internal audit programme on the acquisition of hardware and software. It is the responsibility of the auditor to determine which elements of the guide are incorporated into their internal audit programme. The tables setting out the key control and expected tests do not imply that all the items contained in the tables need to be included in the internal audit programme developed by the auditor.
Preamble

IT procurement can involve hardware, software, networking infrastructure, possibly facilities management and outsourcing and other related services such as financing and insurance.

Housing Associations can spend a significant proportion of their total expenditure on IT goods and services so it is important that the area is well controlled. 

There is always the risk that an association may not get value for money when procuring IT equipment or services or that such procurements may not satisfy business needs. 

General Information

The purchase of computer hardware and software should be undertaken in conjunction with the requirements of an association’s IS/IT strategy, given that the IS/IT strategy should support the association’s business objectives. The overall responsibility for IS/IT strategy should lie with an appropriate management forum. 

For larger purchases, both EU regulations and directives and the association’s financial regulations will specify thresholds which set the value of contracts above which quotations/tendering should be applied.  For other purchases, the Association’s purchasing policy/procedure should be followed.

There are various options available to associations to finance the acquisition of computer hardware, software and IT facilities. Ensuring the correct method is chosen is vital to ensure the association does not pay more than necessary, and it does conflict with the associations IS/IT strategy and lead to budgetary difficulties.

Because of the longer-term implications of any decision regarding the choice of computer hardware, software and the uncertainties over IT facilities generally, the favoured tender may not necessarily be the cheapest. It is important for a Project Management Team to evaluate all tenders on their merit and propose acceptance of one that is deemed to be in the best interests of the association. 

When purchasing a major software application, it is important to ensure that it will meet the requirements of the Association.  Therefore, the minimum requirements to be provided by the software should be developed and product demonstrations and visits to reference sites should be included as part of the product selection and evaluation process.

Areas covered by this Internal Audit Programme Guide
This Internal Audit Programme Guide covers the following areas:

· Procurement Strategy

· Financing

· Tendering Procedures

· Implementation

Associated Risks

Failure to put in place and enforce robust systems of internal control in the area of IT hardware and software acquisition is subject to a number of risks.  These could include the following:

	Risk
	Potential Implications

	Wrong equipment acquired
	· Incompatible systems

· Business objectives not met

· Missed opportunity to improve operational efficiency

· Waste of resources

	Business needs not met
	· Missed opportunity to improve operational efficiency

· Disgruntled users

· Waste of resources

· Financial loss

	Legal responsibilities not met
	· Legal proceedings 



	Methods of financing not being in accordance with rules of the association.
	· Poor methods of financing leading to potential budgetary problems

· Financial loss

	Tendering procedures not being adhered to 
	· Potentially poor value for money for the association

	Poor management of hardware and software installation and implementation
	· Ongoing problems with hardware and software operations and system functionality.

	Incorrect commercial terms
	· Leading to unnecessary or high total cost of ownership (TCO)



The auditor should also review their own organisation’s risk map for risks relevant to this review.
Other Sources of Information

· CIPFA Computer Audit Guidelines Version 6
· Institute of Internal Auditors Information Technology Briefing Notes
Disclaimer

This guide has been prepared to provide persons carrying out internal audit reviews with an understanding of the risks and controls associated with the activity covered in this guide. This guide does not purport to be a detailed technical guide on the activity itself. The information and guidance contained in this guide are provided for general information purposes only and do not constitute legal or other professional advice. Users of this guide are responsible for establishing whether there has been any new guidance and/or regulatory change since this guide was prepared. This guide should not be relied upon to identify all strengths and weaknesses that may exist or to identify all instances of fraud or irregularity. HAIAF does not accept responsibility for any loss that may arise from reliance on information contained in this guide, or from its omission or unavailability. Specific professional advice must be sought in respect of any particular query. 

All references to publications and legislation are applicable in England only.
1. PROCUREMENT STRATEGY
	Key Risk Implication
	Expected Key Control or Process
	Suggested Tests

	1.1
IT procurements that do not conform to the association’s business and IT strategies may lead to business needs not being satisfied.
	1.1.1
There is an overall group responsible for reviewing IT procurements for the association’s IS/IT strategy.


	(a)
Obtain a copy of the IS/IT strategy and other related documents to confirm that the procurement process is consistent with that strategy.

(b)
Identify who has responsibility for defining and implementing the computer facilities procurement strategy.

(c) 
Confirm the terms of reference for those involved in the decision making and implementation process.



	
	1.1.2
Guidelines exist to assist in the procurement process.


	(a)
Confirm that the association has documented and up-to-date guidelines to assist staff in the procurement process.

(b)
Check that the procurement complies with internal financial regulations and standing orders.

(c)
Check that the procurement complies with association’s rules and procedures.

	1.2.1
The Association’s IT procurement arrangements not being carried out in a duly authorised manner may lead to financial loss due to an absence of direction and to a lack of accountability 
	1.2.1
The procurement adheres to both EU and financial regulations on threshold values, estimates and aggregation rules.
	(a)
Confirm that financial regulations adequately cover the procurement of computer hardware and software.

(b)
Confirm that all IT procurements are subject to review to confirm that they conform to financial regulations.

(c)
Confirm that EU directives, regulations, threshold values, estimates and aggregation rules are met.

	
	1.2.2
Method chosen is sound and is in line with the association’s overall financial strategy.
	(a)
For a recent procurement confirm the financing method chosen. Check to see that advice was sought from the finance department or an independent external specialist and that the method chosen was justified.

	
	1.2.3
Appropriate approval is given to the method chosen.
	(a)
Check whether all avenues for funding have been explored.




2. FINANCING
	Key Risk Implication
	Expected Key Control or Process
	Suggested Tests

	2.1
Inappropriate financing may lead to financially unsound or technically unsuited suppliers being employed to carry out works which may result in additional costs arising 
	2.1.1
Methods of financing have been investigated.
	(a)
Confirm that different methods of financing the procurement have been investigated and assess whether the most financially advantageous deals have been made.


3. TENDERING PROCEDURES
	Key Risk Implication
	Expected Key Control or Process
	Suggested Tests

	3.1
The absence of robust tendering arrangements may lead to the Association failing to achieve value for money.
	3.1.1
The method of tender evaluation is approved and is consistent with the criteria for award of contract specified within contents of any published notice.
	(a)
Identify the tendering procedures and how responsibility over the selection of appraisal of tenders has been allocated.

(b)
Confirm the arrangements for evaluating tenders.

(c)
Confirm whether the evaluation process includes, a technical appraisal, a financial appraisal, a comparison of tenders submitted and a contract appraisal.

(d)
Assess compliance with EU directives, where appropriate.

	
	3.1.2
The proposal meets the technical requirements of the specification.
	(a)
Obtain a copy of the technical evaluation. Review it to confirm completeness. Confirm the results are calculated correctly.

	
	3.1.3
A business appraisal is undertaken.
	(a)
Confirm that a business appraisal is undertaken and confirm its calculation is valid.

	
	3.1.4
The method of tender comparison is sound.
	(a)
Establish the method for comparison of tenders. Check the calculations to confirm that the results are sound.

	
	3.1.5
A contract appraisal is undertaken.
	(a)
Confirm the procedures for the preparation of IT contracts. Examine a sample of contracts to confirm that the association is properly protected and the contents are adequate.

	
	3.1.6
A recommendation and decision is made based on the evaluation of the tenders.
	(a)
Confirm who has responsibility for selecting the successful supplier.

(b)
Assess the justification for the selection of a particular tender over other bids.


4. IMPLEMENTATION
	Key Risk Implication
	Expected Key Control or Process
	Suggested Tests

	4.1
Ineffective management of the installation and implementation of the procurement may lead to unreliable and ineffective IT systems.
	4.1.1
The installation/ implementation programme is planned.
	(a)
Establish whether an implementation plan is produced as part of the procurement process. Assess the reasonableness of the implementation plans.

(b)
Check whether insurance cover is affected.

	
	4.1.2
Facilities are tested prior to acceptance.
	(a)
Confirm that facilities are adequately tested prior to acceptance of the procurement.

	
	4.1.3
Appropriate resources are available to achieve the implementation plan.
	(a)
Confirm that appropriate resources are available to achieve the implementation plan. Confirm that staff are adequately trained and skilled.

	4.2
Lack of post implementation review results in an inability to determine whether the objectives of the procurement were met.
	4.2.1
Post-implementation reviews are undertaken within agreed timescales.
	(a)
Post-implementation reviews are undertaken within agreed timescales.
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