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Introduction

This guide provides advice on matters designed to assist the auditor in developing an internal audit programme on IT business continuity. It is the responsibility of the auditor to determine which elements of the guide are incorporated into their internal audit programme. The tables setting out the key control and expected tests do not imply that all the items contained in the tables need to be included in the internal audit programme developed by the auditor.
Preamble

As an association’s IT systems and supporting infrastructure become more and more critical to its operations, it leads to the prospect that any disruption to these systems can cause serious operational difficulties. Associations that are reliant upon their IT systems should consider the risk of business interruption resulting from the failure of these IT systems and prepare appropriate contingency plans. 

General Information

Traditionally within an IT environment, contingency planning and disaster recovery planning has concentrated on recovery following a major disaster. However, many associations today that engage in e-commerce and other on-line activities need to ensure the availability of their systems 24/7. This means that contingency planning needs to include preventative measures to minimise any disruption to services and to ensure the continuing availability of key IT systems.

Good IT contingency planning is made up of the following ten components:

· Commitment from Senior Management

· Setting up of a Business Continuity Planning Team

· An Infrastructure Assessment

· A Risk Analysis

· System Prioritisation

· Definition of Requirements for Recovery

· Programme for Recovery Operations

· Training

· Testing

· Maintenance and Updating of the Business Continuity Plan

Organisational Responsibility

It is essential that contingency planning activities receive top management support as they address critical and significant issues that require funding and resourcing. Because they are important and unless they are addressed, the association may face a threat to its very existence.

If the service has an outsourced service, provisions need to be made in the contract in order to provide either a Disaster Recovery Plan or to provide Disaster Recovery services in order to enable the association to recover following and incident.  This should be reviewed and managed under the contract management processes and be subject to audit as appropriate.

Areas covered by this IAPG

This IAPG covers the following areas:

General Information

Components of the IT Business Continuity Plan

Organisational Responsibility

Associated Risks

Overall control framework with key controls and suggested tests

Associated Risks

Failure to put in place and enforce robust systems of internal control in the area of IT business continuity planning is subject to a number of risks. These could include the following:

	Risk
	Potential Implications

	Inadequate senior management support. 
	· Business continuity is not taken as a serious issue

· Resources are not made available for contingency planning

· A disaster could result in a serious disruption to the association’s operational activities 



	Poor knowledge of IT systems
	· Those systems that are critical and support the association’s core activities cannot be identified and differentiated from other systems. 

· Lack of information about a system will prolong the recovery process.



	Inadequate resources to support chosen recovery method
	· Recovery methods not attainable in the required timescale.



	Out of date Business Continuity Plan
	· Plan will be ineffective in a disaster 

· New systems may not be represented in the plan and this could hinder their recovery



	Inadequate testing of Business Continuity Plan
	· The Plan may work not in a real disaster 

· Management aren’t aware of the shortfalls in the plan





The auditor should also review their own organisation’s risk map for risks relevant to this review.
Other Sources of Information

· BS ISO/IEC 17799:2000 Information Technology — Code of Practice for Information Security Management;
· CIPFA Computer Audit Guidelines Version 6
· Institute of Internal Auditors Information Technology Briefing Notes
· Information Security and Control Association - www.isaca.org
· BS25999-1 – 2006 British Standard for Business Continuity Planning.
Disclaimer

This guide has been prepared to provide persons carrying out internal audit reviews with an understanding of the risks and controls associated with the activity covered in this guide. This guide does not purport to be a detailed technical guide on the activity itself. The information and guidance contained in this guide are provided for general information purposes only and do not constitute legal or other professional advice. Users of this guide are responsible for establishing whether there has been any new guidance and/or regulatory change since this guide was prepared. This guide should not be relied upon to identify all strengths and weaknesses that may exist or to identify all instances of fraud or irregularity. HAIAF does not accept responsibility for any loss that may arise from reliance on information contained in this guide, or from its omission or unavailability. Specific professional advice must be sought in respect of any particular query. 

All references to publications and legislation are applicable in England only.
	Key Risk Implication
	Expected Key Control or Process
	Suggested Tests



	1.
Ineffective risk assessment does not identify the business and IT systems critical to the association.
	1.1
A business impact review has been carried out and an assessment made of the risks.
	(a)
Assess whether an effective business impact review has been carried out and documented. The review should identify the key IT systems, staff and processes and the impact should a loss occur. 



	2.
A continuity plan that does not fully provide details of the procedures to allow recovery from a partial or total loss of IT and business services in a controlled manner leads to data loss and/or longer periods of unavailability.
	2.1
A disaster recovery plan has been prepared and approved by management. 
	(a)
Ask to see a copy of the disaster recovery plan and evaluate its currency and completeness.

(b)
Ensure the plan covers the recovery process for key IT systems and outlines the roles and responsibilities of staff in the recovery process. 

(c)
Ensure the plan details where the IT systems will be recovered in the event the disaster takes out the main computer room. 

	
	2.2
Plans have been documented and circulated to key staff. 
	(a)
Check that appropriate staff have been issued with a copy of the plan. 

(b)
Confirm that copies of the plan are held securely at a relevant off-site location.



	
	2.3
Responsibility for dealing with a disaster has been assigned to a disaster recovery team and the respective roles and responsibilities of the team recorded.
	(a)
Identify responsibilities for contingency planning and roles and responsibilities of all involved.

(b)
Interview selected staff to establish their knowledge and understanding of the plan.




	Key Risk Implication
	Expected Key Control or Process
	Suggested Tests



	
	2.4
Is the disaster recovery plan tested periodically, re-appraised and kept up to date in the light of changes to the risk assessment.
	(a)
Ascertain when the plan was last tested, how and by whom. 

(b)
Ensure the results of testing have been used to update the disaster recovery plan. 



	
	2.5
Standby disaster recovery facilities have been arranged and they are periodically tested to ensure that they are effective, workable and current.
	(a)
Ensure a stand-by contract has been negotiated with a third-party DR provider. 

(b)
Ensure the stand-by contract provides for sufficient equipment and facilities. 

(c)
Ensure the testing facilities offered by the agreement have been utilised. 
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