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Introduction

This guide provides advice on matters designed to assist the auditor in developing an internal audit programme on the Data Protection Act 1998. It is the responsibility of the auditor to determine which elements of the guide are incorporated into their internal audit programme. The tables setting out the key control and expected tests do not imply that all the items contained in the tables need to be included in the internal audit programme developed by the auditor.
Preamble

The Data Protection Act 1998 came into force on the 1st March 2000 repealing the 1984 Act.  It sets out rules for processing personal information and applies equally to data recorded in automated systems, manual files and other storage media such as microfiche and CCTV.
The Act works in two ways, it gives data subjects; individuals who are the subject of personal data, certain rights. It also requires Data Controllers, the legal entity responsible for the processing of the information, to be open about how the information is used and to follow the eight principles of ‘good information handling’.
The Eight Principles of the Act

All personal data, however collected must be processed in accordance with the eight enforceable principles of the Act, which state:

1)
Personal data shall be processed fairly and lawfully and, in particular, shall not be processed unless:

i) 
at least one of the conditions in Schedule 2 is met; and

ii) 
in the case of sensitive personal data, at least one of the conditions in Schedule 3 is also met.
2)
Personal data shall be obtained only for one or more specified and lawful purposes, and shall not be further processed in any manner incompatible with that purpose or those purposes.

3)
Personal data shall be adequate, relevant and not excessive in relation to the purpose or purposes for which they are processed.
4)
Personal data shall be accurate and, where necessary, kept up to date.

5)
Personal data processed for any purpose or purposes shall not be kept for longer than is necessary for that purpose or those purposes.
6)
Personal data shall be processed in accordance with the rights of data subjects under this Act.
7)
Appropriate technical and organisational measures shall be taken against unauthorised or unlawful processing of personal data and against accidental loss or destruction of, or damage to, personal data.
8)
Personal data shall not be transferred to a country or territory outside the European Economic Area unless that country or territory ensures an adequate level of protection for the rights and freedoms of data subjects in relation to the processing of personal data.
Notification

The 1998 Act requires every Data Controller who is processing personal data to notify unless they are exempt. Failure to notify is a criminal offence. 
Notification includes:

· the purposes for which personal data are being or are to be processed. e.g. Staff administration, landlord administration and services;

· a description of the data subjects about whom data are or are to be held e.g. employees, tenants or suppliers;

· a description of the data classes e.g. personal details, employment details;

· a list of the recipients of data e.g. Councils, Local and Central Government;

· information about whether data are transferred outside the European Economic Area (EEA).

Processing Data and Consent

There are a number of conditions that can be fulfilled to lawfully process data. The most common condition that an organisation is likely to rely upon for the collection of data is the data subject’s consent, i.e. their signature. For sensitive personal data their explicit consent is required, which states that this data is being collected and the reasons for its collection.

Personal data can refer to information held on staff, tenants, suppliers and other groups who use the Association and require their data to be stored.  This data can be information as simple as name and address, however sensitive data includes items such as ethnicity, political opinions, trade union membership, sexual orientation, religious beliefs and physical or mental health.  

All forms used to collect data must include sufficient reference to meet the provisions of the Fair Processing Code, which include:

· A statement about compliance with the 1998 Data Protection Act;

· The purpose the data is to be used for;

· Indication of any third party information sources;

· Indication of to whom data may be disclosed.
Obtaining and Holding Data
All data should only be collected and held for the purpose for which it was originally obtained, it should also be relevant and not excessive.  Once the data has been collected, it should only be held as long as it is needed for the purpose it was originally collected for.  Whilst there are some legislative requirements which direct given retention periods for some information, there should be procedures in place to ensure that more general personal information is not retained indefinitely.  It is the Association’s responsibility to ensure personal data is kept up to date and accurate.  Where data is held on suppliers, members of the public and other groups, they should be periodically reminded to inform the Association or Data Controller of any changes to their personal circumstances.  Personal data on staff can be checked on an annual basis through a verification exercise, although staff should also be reminded to inform the Association of changes to their personal data.

Data Subject Access Requests

The rights of the data subject is an area that has been given a higher profile under the new Act with empowerment of the data subject by new rights and remedies for unfair or unlawful processing.  It is important that should a subject access request be made to the Association all staff should know how to deal with it and who to refer it to.  It is also important that all data subjects are made aware of their rights under the Act, this information should be available as part of the Fair Processing Code and included in staff and information handbooks.
On making a written request to a Data Controller the data subject is entitled to be supplied with a copy in intelligible form of the personal data held about themselves.

You must comply with a subject access request promptly and generally within forty days of receipt of the request. However, this period may be extended to within forty days of receipt of the necessary information required to satisfy yourself as to the identity of the person making the request and to identify and or locate the information which that person seeks.

A fee may be made for this request subject to the maximum prescribed by the Act (Currently £10) and if the Association has decided to make a charge in accordance with the Act, the fee must also be paid prior to commencement of the 40 day period.

Compliance with the Seventh Principle
The Seventh Principle addresses the steps Data Controllers must take to safeguard personal data while it is being stored and processed by the organisation.  This concentrates on the security requirements and will cover the organisational measures in place such as the selection and training of appropriate staff, the monitoring of compliance with policies and procedures as well as putting in place appropriate disaster recovery arrangements.  Data Controllers should also ensure there are adequate controls over the technical infrastructure and operating environment such as physical and logical security controls, firewalls and daily back ups.

Data Processor Relationships

An important area in the application of the 1998 Act is the relationship an organisation has with its data processors, defined in the Act as "any person other than an employee of the data controller who processes data on behalf of the data controller." 

The definition of processing under the 1998 Act is far wider than before and now includes almost any action in connection with personal data. A data processor could therefore be performing almost any function involving personal data on behalf of the data controller from obtaining and holding to disclosure and destruction.  It is therefore likely that the Association will have data processors in some form and consideration should be given to the following;

· Outsourced data processing contracts i.e. payroll administration

· Support and Service contracts i.e. System Support

· Office cleaning contractors

· Waste disposal services

· Mailing houses

· Agency staff

When the Association uses services such as those listed above, they are by no means exhaustive. It is essential that as the data controller they can place reliance that the data processor or any third party of the data processor will not misuse the data or process it any way incompatible with the data controllers specified and lawful purpose for that data as it is the data controller who has the direct obligation to comply with the requirements of the Act. In effect it means that the data controller will be liable for any breach of the Act which occurs while its data is in the hands of a data processor.

Before entering into a contract with a “data processor”, the Association will therefore need to consider the data processors ability to provide assurances on a compliance framework for the Seventh Principle and their technological and organisational procedures in place to protect data being processed and the new or renewed contract should have an appropriately worded clause added to the contractual agreement..    This also will apply to existing contracts where a suitable letter should be exchanged seeking to impose the requirements of the Seventh Principle. 
Areas covered by this IAPG

This IAPG covers the following areas:

· Notification;

· The eight principles of the Data Protection Act 1998;

· Processing Data and Consent;

· Obtaining and Holding Data;

· Data Subject Access Requests.

· Data Processor requirements

Associated Risks

Failure to put in place and enforce robust systems of internal control in the area of Data Protection an RSL is subject to a number of risks.  These could include the following:

	Risk


	Potential Implications

	Ineffective co-ordination of the Data Protection Act within the organisation
	· Non-compliance with the Act; 

· Loss of ability to process data;

· Criticism from the Information Commissioner;

	Inadequate fair processing and data protection statements included on forms used by the organisation to collect personal data.
	· Failure to obtain consent to collect and process data;

· Inappropriate personal data held;

	Failure to implement procedures within the organisation to effectively deal with data protection as a day to day issue.
	· Non-compliance with the Act;

· Loss of reputation;

· Criticism from the Information Commissioner;

· Inability to identify all data processed within the Association;

	Lack of training and guidance to staff on the data protection act and how it affects them.
	· Staff unable to deal with requests for data;

· The unlawful collection of data;

· Out of date and inappropriate data held by the organisation;

	Data subject access requests are not dealt with appropriately or in line with the Act.
	· Inability to deal with a Data Subject Access Request;

· Failure to respond with a request within the agreed timeframes;

· Unable to identify all data relating to the data subject;

	Inadequate security in place to protect both computerised and manual data.
	· Failure to adequately protect data held within the organisation;

· Confidentiality, integrity and availability of data is compromised;



The auditor should also review their own organisation’s risk map for risks relevant to this review.

In all cases there will be the potential implication that any breach of the Act may result in financial penalty, through fines or compensation to the data subject.

Other sources of information

· BSI DISC - Practical Guide to the Implementation of the Data Protection Act 1998;
· BS ISO/IEC 17799:2000 Information Technology — Code of Practice for Information Security Management;
· Information Commissioner’s Briefing Notes – www.ico.gov.uk: 
Disclosing Information About Tenants, 
The Durant Case and its impact on interpreting the Data Protection Act 1998, 
CCTV Systems and the Data Protection Act 1998
Violent warning markers: use in the public sector
Disclaimer

This guide has been prepared to provide persons carrying out internal audit reviews with an understanding of the risks and controls associated with the activity covered in this guide. This guide does not purport to be a detailed technical guide on the activity itself. The information and guidance contained in this guide are provided for general information purposes only and do not constitute legal or other professional advice. Users of this guide are responsible for establishing whether there has been any new guidance and/or regulatory change since this guide was prepared. This guide should not be relied upon to identify all strengths and weaknesses that may exist or to identify all instances of fraud or irregularity. HAIAF does not accept responsibility for any loss that may arise from reliance on information contained in this guide, or from its omission or unavailability. Specific professional advice must be sought in respect of any particular query. 

All references to publications and legislation are applicable in England only.
1.  

OVERALL CONTROL FRAMEWORK
	Key Risk Implications
	Expected Key Control or Process
	Suggested Tests



	1.1
Failure to register the organisation for all classifications of personal data processing under the Data Protection Act may result in prosecution.


	1.1.1
There is a nominated Data Controller with the responsibility for ensuring that the HA is registered for processing data under all appropriate data classifications under the Data Protection Act.
	(a) Confirm that there is a nominated Data Controller within the organisation.

(b) Confirm that the role of Data Controller is included within job descriptions and adequate training has been completed to effectively undertake the role.

(c)
Confirm that the Data Controller keeps up to date with the Information Commissioner’s Good Practice notes and Briefings and publishes them throughout the Association.



	
	1.1.2
Procedures are in place for ensuring those new or amended uses for personal data are notified to the assigned Data Protection Officer.


	(a)
Confirm that Data Protection procedures are operational throughout the organisation and that staff have received adequate training to follow them.



	
	1.1.3
Registrations are regularly reviewed to ensure that they reflect the current situation.
	(a) Confirm that there is an up to date notification in place for the organisation.

(b) Confirm that the organisation is aware of the all data processed through the completion of a data audit.

(c) Confirm that the notification is reviewed on an annual basis to ensure all processing is included.




2.
THE EIGHT PRINCIPLES OF THE DATA PROTECTION ACT 1998

	Key Risk Implications
	Expected Key Control or Process
	Suggested Tests



	2.1
Not complying with best practice as defined in the eight principles of the Data Protection Act 1998 may lead to non-compliance with the Act and prosecution of either the organisation or an individual and adverse publicity.
	2.1.1
The First Principle - Personal data shall be processed fairly and lawfully and, in particular, shall not be processed unless - at least one of the conditions in Schedule 2 is met, and in the case of sensitive personal data, at least one of the conditions in Schedule 3 is also met."
	(a) Confirm that all data collection forms have appropriate Data Protection and Fair Processing information included.

(b) Confirm that consent has been obtained where sensitive data is being collected.

	
	2.1.2
The Second Principle - Personal data shall be obtained only for one or more specified and lawful purposes, and shall not be further processed in any manner incompatible with that purpose or those purposes.


	(a) Confirm that all processing is included within the notification to the Information Commissioner.

(b) Ascertain if any data has been collected without consent from the data subject.

	
	2.1.3
The Third Principle - Personal data shall be adequate, relevant and not excessive in relation to the purpose or purposes for which they are processed.
	(a) Confirm that the Association uses all the data collected from data subjects and it is not excessive.

(b) Confirm that data collected is included within the notification to the Information Commissioner.



	
	2.1.4
The Fourth Principle - Personal data shall be accurate and, where necessary, kept up to date.  
	(a) Confirm a staff verification exercise is completed on an annual basis.

(b) Confirm that appropriate statements are included within Association handbooks to remind members of the public of their responsibilities in keeping their data up to date.

(c) Check Contracts of Employment to ensure appropriate Data Protection clauses are included and responsibilities identified.



	
	2.1.5
The Fifth Principle - Personal data processed for any purpose or purposes shall not be kept for longer than is necessary for that purpose or those purposes.
	(a) Confirm that data retention guidelines have been developed for all data processed and these have been distributed throughout the Association.

(b) Complete periodic checks to confirm data is not being retained for periods outside the retention guidelines.

(c) Confirm that computerised records are also being destroyed / cleansed within the agreed timeframes. 



	
	2.1.6
The Sixth Principle - Personal data shall be processed in accordance with the rights of data subjects under this Act.
	(a) Confirm that there is a Data Subject Access Request policy and it is available to staff and members of the public to understand how they are able to access their data.

(b) Confirm that staff are aware of action to take when they receive a subject access request.

(c) Confirm that access requests are recorded and are being processed within the agreed timeframes.

(d) Confirm that the Association has a documented decision on whether a fee is to be charged.



	
	2.1.7
The Seventh Principle - Appropriate technical and organisational measures shall be taken against unauthorised or unlawful processing of personal data and against accidental loss or destruction of, or damage to, personal data.
	(a) Confirm that staff have undergone Data Protection Awareness training.

(b) Confirm that a Data Protection policy is in place, which includes the Eight Principles and has been distributed to all staff.

(c) Confirm that there are adequate physical and logical safeguards in place to protect both manual and computerised information from unauthorised access and misuse.



	
	2.1.8
The Eighth Principle - Personal data shall not be transferred to a country or territory outside the European Economic Area, unless that country or territory ensures an adequate level of protection for the rights and freedoms of data subjects in relation to the processing of personal data.
	(a) Ascertain if any data is to be transferred outside the EEA and confirm that this is appropriate.

(b) Confirm that the implications of Principle Eight are included within the data protection training given to staff.

(c) Confirm that adequate safeguards are in place for any data sent from the Association by e-mail or posted to the Association’s web site as this may inadvertently breach this principle.
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