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IT Database Management
Internal Audit Programme Guide
This guide has been funded by the Housing Corporation

IGP Database Ref No G01-20213

Introduction

This guide provides advice on matters designed to assist the auditor in developing an internal audit programme on IT database management. It is the responsibility of the auditor to determine which elements of the guide are incorporated into their internal audit programme. The tables setting out the key control and expected tests do not imply that all the items contained in the tables need to be included in the internal audit programme developed by the auditor.
Preamble

The dictionary definition of a database is ‘a body of information stored on a computer, and from which particular pieces of information can be retrieved’ (Chambers Concise Dictionary).  Therefore, the database is where the data is stored and it is most often accessed via a front-end application which allows users to add and retrieve data from it.

The data held in the database is managed and controlled by the database management system (DBMS) and it is generally the DBMS which gives the database its common name, for example, Oracle, SQL etc.  A DBMS is a software package designed to create, store, and manage databases. The DBMS software enables end users or application programmers to share data. It provides a systematic method of creating, updating, retrieving and storing information in a database. DBMSs also are generally responsible for data integrity, data access control, and automated rollback, restart and recovery.  

Another way of looking at it is if you can think of a database as a file of information, the filing cabinet itself, along with the file folders and labels, is the DBMS. 

There are four traditional types of DBMS: 

1. Hierarchical 

The hierarchical database arranges data into hierarchic trees that stores data at lower levels in the hierarchy as subordinate to data stored in higher levels. A hierarchy is a network with the additional restriction that access into a record can only be accomplished in one way. The hierarchical model is tree-structured. 

2. Network (or CODASYL) 

The network database is structured as a collection of record types and the relationships between these record types. All relationships are explicitly specified and stored as part of the structure of the DBMS. Another common name for the network model is CODASYL. CODASYL is named after the Conference on Data Systems Languages, the committee that formulated the model in the early 1970s. Data is manipulated using the location of a given record and following links to related records. 

3. Relational 

Most databases in use today are relational databases.  The relational database consists of a collection of tables (more properly, relations) with relationships between tables being provided by columns. The relational model is based on the mathematics of set theory. A relation is basically a set with no duplicate values. Data can be manipulated and retrieved in many ways which provides flexibility of presentation and uses for the data stored.  Oracle, DB2, and SQL Server are examples of DBMSs based on the relational model.

4. Object-oriented 

The object-oriented database consists of a collection of entities, or objects, where each object includes the actions that can take place on that object. In other words, an object encapsulates data and process.

Data is retrieved by using a ‘query’ which is a statement of what information the user wants.  The most common way to formulate a query is using ‘structured query language’ (SQL).  This helps to ensure that the query is formulated in such a way that the DBMS can locate and retrieve the data required.

General Information

Managing databases is a specialist role, usually carried out by a Database Administrator (DBA) which specialist knowledge and experience in the DBMS used by the association’s applications.  Where such expertise is not available, the management of the database may be carried out by the supplier of the application.

The DBA’s responsibilities are likely to include:

· Data security.

· Ensuring data integrity.

· Ensuring all changes to the database proceed in a controlled fashion.

· Performance monitoring and optimisation.

· Database availability.

· Data back up and archiving.

· System and configuration documentation, including a data dictionary.

It is also important to assign ownership to the data held in the database.  This allows for changes to the database to be authorised and helps to prevent disputes over data access, naming conventions, accountability etc.

Areas covered by this IAPG

This IAPG covers the following areas:

General information

Associated Risks

Overall Control Framework

Associated Risks

Failure to put in place and enforce robust systems of internal control in the area of managing and securing IT Databases is subject to a number of risks. These could include the following:

	Risk
	Potential Implications

	Access to the database is not controlled 


	· The data may become corrupted.

· The Data Protection Act 1998 is breached.

· The data may be lost or stolen.

	The database does not have the ability to recover integrity following system failures or data locking or corruption.
	· Data integrity is lost.

· System performance is poor.

	Critical/sensitive information is not protected against loss or destruction.
	· The association cannot carry out day-to-day operations.

	Database Administrative staff do not have the appropriate skills.
	· System performance is poor

· The system may fail

· Data cannot be retrieved.

	Changes to the Database Operating system, and structure/tables are not controlled
	· Data integrity is lost

· Uncontrolled changes may lead to poor performance or system failure.

	Management processes are not carried out to ensure system performance is maximised.
	· System performance is poor

· The system may fail

	The database does not have adequate support arrangements.


	· The database fails and cannot be restored quickly. 

· The association cannot carry out day-to-day operations.

· The system may fail.

	There is no audit trail


	· Actions taken on the data cannot be detected or attributed to a user.

· Fraud cannot be identified and traced.

	The database configuration and management process is not documented.


	· The database cannot be restored quickly

· Changes cannot be impact assessed appropriately

· System knowledge is not transferred


The auditor should also review their own organisation’s risk map for risks relevant to this review.

Other sources of information

· CIPFA Computer Audit Guidelines Version 6
· IIA UK Specialist Information Systems Auditing Module 2
· http://www.Auditnet.org 
· http://www.dbazine.com/ 

	Key Risk Implications
	Expected Key Control or Process
	Suggested Tests



	1 The Database is not secure causing data to be lost, corrupted or manipulated
	1.1 Password and system resources for the database should be configured in line with the corporate password guidelines/policy.


	(a) Obtain and evaluate password parameter configuration in the system.

(b) Obtain system and password resource parameters configured for each profile, based on the corporate policy and guidelines, and evaluate if system and password resource parameters are properly configured for each account.
(c) If user account security is at the Application level, establish how the trust relationship is configured and ensure that any embedded passwords are long and extremely complex.

	1. The Database is not secure causing data to be lost, corrupted or manipulated (continued)
	1.2
All users should be restricted from accessing the database using vendor default usernames and associated passwords.


	(a) 
For the default usernames and passwords, verify that the passwords have been changed. For this attempt to log on to the database using the following username/password combinations: 

· sys/change_on_install (oracle all versions),

· system/manager (oracle all versions),

· scott/tiger (oracle all versions) , 

· dbsnmp/dbsnmp (oracle version 7.1.6 and later),

· demo/demo (oracle all versions).

· Northwind/northwind or password (SQL)

· Pubs/pubs or password(SQL)

· Administrator/administrator or password(SQL)

· Guest/guest or password (SQL)



	2 
	1.3
Privileged accounts are restricted from end users. 


	(a)
Obtain and evaluate all database privileged user accounts that are authenticated at operating system level. The testing procedures are different depending on the OS platform; however, the database administrator will know how to retrieve the information.

	1 The Database is not secure causing data to be lost, corrupted or manipulated (continued)
	1.4
Security related system parameters/privileges should be restricted.
	(a)
Obtain a complete list of security administrators as identified by management.

(b)
Ensure that System Administrators log on as individuals using their own user ids and passwords to ensure their actions can be traced.

(c)
Ensure that there are no unnecessary administrator accounts.

	2 
	1.5
Update access to critical tables is restricted to authorised user accounts and is regularly reviewed.


	(a) Compile a list of the data which the HA considers to be critical and, with the cooperation of the database administrator, identify the tables which store the critical data identified. Then identify all ROLES that exist in the database and a list of user ids that have DML (Data Manipulation Language - insert/update/delete) access to the tables and evaluate.  Ensure that there are no users with inappropriate access.

(b) Ensure that user access is restricted based on data classification rather than status.

	3 
	1.6
Limited system or object privileges should be granted to users.
	(a)
Ascertain what accounts have system or object privileges.

(b)
Ensure that only users with a business need have system or object access.

	1.
The Database is not secure causing data to be lost, corrupted or manipulated (continued)
	1.7
Security parameters are adequately defined and in place for database links and are reviewed on a periodic basis.
	(a)
Ascertain whether there are any inward and/or outward links to other databases.

(b)
Ensure that they are appropriately implemented and that security is maintained (authentication/handshake is in place and that onward navigation through the database is restricted).

(c)
Ensure that there are justifiable reasons for the creation of the database links.

(d)
Ascertain whether data transmission is encrypted.

	4 The database is not managed effectively and efficiently leading to loss of data integrity and poor application performance and availability.
	2.1
System level privileges in the production databases should be restricted to trained and trusted security personnel.
	(a)
Ensure that there is a nominated database administrator and deputy.

(b)
Ensure that specialist training has been provided as necessary.

(c)
Where the Database administration is carried out by a third party, ensure that there is a service level agreement in place to control and restrict their actions.

	5 
	2.2
Access to the database files at operating system level has been appropriately restricted through use of operating system level file/directory protection.
	(a)
Ascertain who has access to the database files and evaluate for appropriateness.

(b)
Ensure that there is a process for recording and monitoring access to database files.

	6 
	2.3
Security administration procedures should be developed, and implemented.
	(a)
Ensure that there are written procedures for the administration of the database.

(b)
Evaluate to ensure that they are up-to-date and comprehensive.

	2.
The database is not managed effectively and efficiently leading to loss of data integrity and poor application performance and availability. (Continued)
	2.4
Management processes are carried out to ensure system performance is maximised.
	(a)
Refer to the supplier’s guidelines and ensure that recommended processes are carried out on a regular basis, such as resizing partitions, clearing down large files, killing rogue/phantom processes.

	
	2.5
Errors are documented, investigated and resolved.
	(a)
Ascertain the method of identifying and reporting errors.

(b)
Ensure that all errors are recorded, preferably on the helpdesk system.  Ensure that recorded errors are monitored for frequency.

(c)
Ascertain how errors are investigated and resolved and evaluate for accuracy and speed.

	7 
	2.6
Changes to the Database Operating system, and structure/tables are controlled
	(a)
Ensure that all changes to the database, including data fixes and changes to the tables and the DBMS, are controlled, preferably using the HA change control process.

(b) 
As a minimum, ensure that changes are impacted assessed, tested, approved and include a back out plan before being applied to the live environment.

	3.
The database is not monitored so that unusual or fraudulent events are not recorded or identified.
	3.1
An audit trail has been implemented and the audit trail is regularly reviewed.
	(a) 
Ascertain the database’s logging facilities and ensure that all events are logged in one way or another.

(b)
If the audit trail is configurable, ensure that it is fully switched on, or is configured to record all critical and security events.

(c)
Ensure that the audit trail is monitored on a regular basis.

(d)
Ensure that access to the audit trail to delete or modify records is restricted and monitored.

	
	3.2
Access and modification of sensitive and critical data should be logged and regularly reviewed to assess whether the access and use of such data is appropriate.
	(a)
Ascertain what is being logged and how it is monitored.

(b)
Ensure that the review process examines the data and that anomalies are investigated.

(c)
Review a sample of the log. 

	
	3.3
Security violation monitoring procedures are designed and implemented.
	(a)
Ascertain how possible and actual security violations are detected.

(b) 
Ensure that any reported incidents are investigated appropriately.

	
	3.4
Use of system privileges should be logged and reviewed on a regular basis.
	(a)
Ensure that System Administrator activities are monitored by their line manager or an independent party.

	
	3.5
Third Party access is controlled and monitored.
	(a)
Ensure that support accounts are only enabled when notified and required.

(b)
Ensure that regular reports are obtained detailing actions carried out on the database by the third party.

	4.
The database is not backed up and cannot be restored leading to data being lost or can not be recovered in the event of an incident
	4.1
Archiving procedures should be defined and implemented for data and redo logs.
	(a)
Ascertain whether there is a policy/procedure for archiving data, including the audit trail.

(b)
Ensure that archived data is stored securely and can be retrieved easily when required. 

(c)
Ensure that the archiving meets legal requirements.

	
	4.2
Backups should be performed regularly for the production database, source code, and executables/image.
	(a)
Ensure that back ups are taken regularly.

(b)
Ensure that the back up system reports success and failure statuses and that any failures are identified.

(c)
Ensure that the back up media is stored securely and off-site.

(d)
Ensure that back up media is disposed off securely when replaced to ensure that data can not be retrieved from the media.

	
	4.3
On-going readability of backup and retained data should be tested periodically through restoration or other methods.


	(a) Ensure that test restores are carried out on a regular basis.

(b) Ensure that the date of the last test is reasonable.

(c) Review the logs to ensure that any issues identified during restore are resolved.
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