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IT Maintenance and Insurance of IS Equipment and Software
Internal Audit Programme Guide
This guide has been funded by the Housing Corporation

IGP Database Ref No G01-20213

Introduction

This guide provides advice on matters designed to assist the auditor in developing an internal audit programme on the maintenance and insurance of IT equipment and software. It is the responsibility of the auditor to determine which elements of the guide are incorporated into their internal audit programme. The tables setting out the key control and expected tests do not imply that all the items contained in the tables need to be included in the internal audit programme developed by the auditor.
Preamble

The key good practice areas which are considered to be the guiding principles for implementing Information Systems are the following:

· safeguarding of organisational records

· intellectual property rights

· information security policy document

· business continuity management

· IT Governance Framework

Within each of these control areas will be aspects related to the maintenance and insurance of IS equipment and software.

Controls within this checklist are generic good practice in their nature and may also be found within other checklists as part of the control framework being tested.

General Information

Maintenance of Hardware Equipment:

It is important that IT resources have appropriate support and maintenance arrangements to ensure a quality of service continuity can be provided, this not only includes the direct maintenance of the equipment but also the care and maintenance of the protective environment in which resources are located.

Areas to be considered here might include:

· Support Contracts

Ensure that there are service support contracts for key equipment such as Servers, Switches and Routers.  It is important that response and resolution time is clearly stated in the support contract and this should meet the requirements of the business. It is usual to require a 4 hour response on critical equipment during core business hours, but this will obviously depend on the business need. A bank may require 4 hour response with near 24/7 cover, whilst satisfactory performance may be obtained by the Association having this level of support during core hours with next working day support for any failures out of normal working hours.

It is also important that you consider the service being offered for the cost of the support contract. The local “small IT business” may be cheaper but do they have the resource availability and capability to meet a major failure situation.

Many hardware suppliers will offer a support or warranty arrangement which should be evaluated for suitability and cost.

The Association will also need to address the speedy replacement of critical resources should a failure or loss occur that cannot be “repaired” through on-call support.  Replacement of specified kit may be included in the support contract, but this is not always the case and a separate “quick response” supply contract may need to be in place.

Clear service level agreements including clear targets for response and resolution times, and escalation and incident management processes are a necessary part of support and service supply contracts.

· Maintenance of the Protective Environment.

It is also important to consider the environment which supports the critical equipment, this includes:

· The maintenance and testing of UPS
 devices to ensure they will work as required should a power spike or outage occur.

· The regular maintenance and testing of a backup generator if the site supports this level of protection.

· The annual maintenance of fire detection and suppression equipment, such as extinguishers, smoke and heat detectors.  It should be noted that where gas drenching such as Inogen and Argonite are installed, it will be impractical to test the operation, however, there should be a maintenance contract for the supply equipment.

· It is also important to consider the maintenance of the server rooms. It is general good practice for cleaners to be denied access to server rooms, however, dust and dirt can build up over time and it is essential that procedures are in place to ensure rooms and equipment are kept clean.  It is also important that floor spaces, which may house network cables and power cables and connections, are also subject to a periodic “deep clean” regime.

Insurance:

Insurance of IT resources provides an important protection to the Association should unexpected loss of equipment, facilities or processing occur. However, it is essential that policies are checked to ensure that they provide the cover required and expected to facilitate a speedy settlement and resumption of business should the need to make a claim arise.

When checking the Association’s insurance for coverage of IT resources and risks the following should be considered:

· In addition to loss of resources, the insurance cover should provide a realistic amount of cover for:

· The increased cost of working and restitution of data arising from business interruption.

· What is the excess applicable to the policy? This will often preclude small claims such as the theft of a laptop or loss of small business items.

· Are there any conditions attached to the policy, such as the requirement for the premises intruder alarm to meet “NACOSS
” standards? NACOSS is a recognised body for the accreditation of Intruder Security systems, such as Red Care and it is important that where specified the required accreditation standard is met, otherwise there is a risk that any claim for major loss through theft may be excluded.

· Policies should also be checked for any specific exclusion clauses. Year 2000 failures were excluded as an insurable risk, often described as “Total Electronic Data Exclusion” in policies. As this risk is now past it is important that specific exclusions such as this are removed or have the meaning clarified to ensure that it cannot exclude any loss of electronic data arising from any current system interruption.

An associated area for insurance is ensuring that there is an up to date inventory maintained of all equipment and software within the Association. This will not only be invaluable evidence should a claim be required, but will also provide a means of valuing the equipment to ensure the sum insured is not under or over valued.

As a minimum the inventory should record: make, model, serial / license number, cost and date of purchase, supplier, invoice number and location.
Maintenance of Software:
Similarly, it is important to ensure that critical software is maintained and that the Association benefit from up to date releases, which may have improved functionality and “bug” fixes.

Software is likely to fall into two categories. “Off the shelf” solutions such as general office software, word processing etc, where you work within the functionality provided “to the world”. And, bespoke packages, those written for a particular business activity to meet the specific requirements of customers, such as a Housing Management solution for the RSL sector.

Effective change control processes help to ensure that software can be upgraded or enhanced without the risk of system failure, loss of performance or overwriting previous changes.

Areas to consider will include:

· Is there a support agreement, which provides for technical support, version updates and “bug fix” releases? Is the software agreement supporting the version of the software in use? 
· If the software package is a key system developed for and available to the Housing Sector, are the Association attending the user group meetings? These are often an invaluable source of knowledge from other users and will often have a representative from the supplier present. The supplier will also look to these groups for enhancements to the package.

· Where software is developed to meet a specific business need either generally, for the Housing Association Sector or commissioned by an individual Association itself, it is important to ensure that the contract for supply contains an appropriate Escrow clause. This is an agreement between a software supplier and a third party, referred to as an Escrow Agent (such as the National Computing Centre in Manchester). The supplier will lodge the application source code with the Agent and in the event that the supplier fails in a duty to maintain the product or enters liquidation, users of the software who have bought into the agreement with the Agent can obtain the source code in order to maintain their interest and use of the application.  The clause will likely only be valid if the Association has bought into the Escrow agreement.

· The last point to consider is the security of the application software. It is important that primary media is adequately protected from loss, misuse or damage, with a copy retained securely off-site if possible. It will be worth checking to ensure that backups of systems are full backups and include the application system itself and are not limited to the data files. Version control will also be important where updates are received to ensure that, should a restore from primary media be required, the correct and most current version is used.
Areas covered by this Internal Audit Programme Guide

This Internal Audit Programme Guide covers the following areas:

· Management Responsibilities:

· Environmental Protection

· Software Security

· Data Security

· Hardware Security and Insurance

Associated Risks

Failure to put in place and enforce robust systems of internal control in the area of maintenance and insurance of IS equipment may expose an organisation to a number of risks, which include:

	Risk
	Potential Implications

	Lack of IT Governance framework.
	· Failure to meet Business Objectives.

· Poor Planning and control over expenditure.

· Lack of system integration and incompatible systems.

· Breaches in physical and logical security.

· Breach of Licensing Conditions

	A lack of documented procedures and user guidance


	· Users unaware of their responsibilities towards maintenance of resources leading to possible breakdown of equipment.

· Failure to put support agreements in place.

· Failure to adequately identify and insure key equipment

· Failure to adequately communicate management expectations for security of resources to users.



	Poor environmental framework in place over key resources.


	· Loss of, or damage to, resources and information.
· Unacceptable loss of service continuity, which may lead to financial loss or business failure.



	Poor control framework over primary software media.


	· Loss, misuse or damage to media.

· Unavailability when required.

· Incorrect version restored.



	Dependence on knowledge of one key individual rather than a dedicated support contract.


	· Unacceptable loss of service continuity and or expensive cost of emergency support should unexpected loss or absence occur.

· Poor knowledge management.



	Lack of risk and impact analysis framework (including DR procedures)
	· Failure to recognise, plan and insure for immediate risks.

· Failure to recover as expected

· Unacceptable delay in restoring service continuity, which may lead to temporary or permanent loss of income.

· Reputational damage





The auditor should also review their own organisation’s risk map for risks relevant to this review.
Sources of information

· BS / ISO 17799, Information Technology – A Code of Practice for Information Security Management.

· CIPFA Computer Audit Guidelines Version 6
· The Audit Commission
· CIPFA FIS Volume on Internal Audit.

Disclaimer

This guide has been prepared to provide persons carrying out internal audit reviews with an understanding of the risks and controls associated with the activity covered in this guide. This guide does not purport to be a detailed technical guide on the activity itself. The information and guidance contained in this guide are provided for general information purposes only and do not constitute legal or other professional advice. Users of this guide are responsible for establishing whether there has been any new guidance and/or regulatory change since this guide was prepared. This guide should not be relied upon to identify all strengths and weaknesses that may exist or to identify all instances of fraud or irregularity. HAIAF does not accept responsibility for any loss that may arise from reliance on information contained in this guide, or from its omission or unavailability. Specific professional advice must be sought in respect of any particular query. 

All references to publications and legislation are applicable in England only.
1. MANAGEMENT RESPONSIBILITIES
	Key Risk Implication
	Expected Key Control or Process
	Suggested Tests

	1.1
Failure to define IT management responsibilities leads to poor decision making and a lack of authority.
	1.1.1
Responsibilities for managing the maintenance and insurance of resources are defined in job descriptions.
	a) Review job descriptions

b) Review IT Security Policy and any associated documentation to confirm that users can easily identify the responsible person (s)



	
	1.1.2
There is a documented IT security policy which informs the reader of security expectations over insurable risks.
	a) Obtain a copy of the policy and benchmark against good practice contained in the ISO 17799 standard.

b) Consider whether the IT Policy reflects the culture and environment of the organisation and assists it to meet its business objectives.

c) Confirm the policy adequately covers the security of resources used off site, the reporting of loss or damage to resources and reporting of security breaches.



	
	1.1.3
A business impact review has been carried out to establish the criticality of systems and the nature of risk to which they are exposed.
	a) Is there a BCP / DR group and, or a current and up to date plan.

b) Is there a risk and impact analysis, supporting the plan and highlighting critical resources as insurable risks?
c) Confirm that the plan is regularly reviewed and updated.




2. ENVIRONMENTAL PROTECTION
	Key Risk Implication
	Expected Key Control or Process
	Suggested Tests

	2.1
Failure to protect IT Equipment leads to theft, malfunction or damage causing loss of processing facilities and business disruption.
	2.1.1
Equipment failures are minimised by good internal house-keeping and regular maintenance. All failures are recorded by management. 
	a) Review evidence of support and maintenance arrangements.

b) Establish the recommended schedule for equipment maintenance and ask to see a maintenance log with evidence that routine maintenance visits have been carried out with no adverse findings.

c) Confirm there is a failures log with evidence and that action has been taken, especially on persistent faults. 



	
	2.1.2
Fire detection and suppression equipment should be adequately maintained and periodically tested.
	a) Review maintenance arrangements for detection and suppression resources.



	
	2.1.3
The computer environment must be kept clean and no hazardous materials stored close to equipment.
	a) Review cleanliness of room:

· Confirm the room is tidy and free of superfluous items that may pose an accident / environmental / combustible hazard.

· Inspect server floppy drives / RAID arrays to confirm there is no dust build up that may cause an operational fault.

· If the server room has a false floor, inspect the floor void for anything likely to cause a hazard to the resources.

· Review arrangements for the periodic “deep cleaning” of the operating and resources.

· Review standing instructions to confirm staff are not permitted to eat, drink and smoke in the server room and visually inspect server room for evidence of non-compliance.

 

	
	2.1.4
Alternative power supplies should be installed where business-critical applications are processed.
	a) Confirm there are UPS devices in place for servers and other critical resources.

b) Confirm they are regularly maintained and tested.

c) Confirm there are sufficient UPS devices to load balance the protection afforded.

d) Confirm there is a longer term fall back power source such as a generator?  If so is it maintained and regularly tested.

e) Confirm that critical resources are connected direct to mains power via fused connection plates as opposed to a “three pin plug”, which can be inadvertently removed or dislodged.


3. SOFTWARE SECURITY
	Key Risk Implication
	Expected Key Control or Process
	Suggested Tests

	3.1
Software is not protected and cannot be retrieved quickly when required leading to system loss and misuse. 
	3.1.1
If copies cannot be quickly obtained from backups or the supplier, primary software media is stored securely off site.
	a) Review location and storage arrangements.  Ideally media should be stored in a “media” safe in environmentally friendly conditions.

b) Confirm access to the media is restricted to key individuals.



	
	3.1.2
There are adequate support and maintenance arrangements in place. 
	a) Review the support and maintenance arrangements in place.

b) Confirm that the Association is represented at user groups.



	
	3.1.3
Escrow has been considered for critical bespoke applications.
	a) Review contracts for appropriate Escrow clauses and identify the Escrow agent.

b) Confirm that the Association has investigated and considered the costs of such an agreement.




4. DATA SECURITY
	Key Risk Implication
	Expected Key Control or Process
	Suggested Tests

	4.1
Failure to back up data leads to data loss following system failure.
	4.1.1
Application system files are included in the backup schedule to allow recovery in the event of failure. Backup media is securely stored and periodically tested.
	a) Confirm that full backups are taken of critical application systems.

b) Review location and storage arrangements for backup media.  Ideally media should be stored in a “media” safe in environmentally friendly conditions and remote from prime media.

c) Confirm that access to the backup media is restricted to key individuals.

d) Ensure that back ups are tested periodically to confirm that the data and the systems can be restored successfully.  The tests should be documented and the back up process updated with lessons learnt.

	
	4.1.2
Change control is exercised over primary application software.
	a) Confirm that a defined procedure is in place to record and identify the primary media received by the Association.

b) Confirm that all changes including bugfixes, releases and upgrades etc. are controlled by logging the changes, authorisation, impact assessment, testing and acceptance sign-off by the system owner before implementation.

c) Confirm that back ups are taken before implementation, there is a back out plan and that implementation is scheduled to take place at a time which will not affect the users.




5. HARDWARE SECURITY AND INSURANCE
	Key Risk Implication
	Expected Key Control or Process
	Suggested Tests

	5.1
Failure to adequately insure computer equipment leads to financial loss following theft or a disaster.
	5.1.1
Insurance cover is in place for computer equipment, including, hardware, communications infrastructure, network management software and consequential loss. Coverage should be for all risks including: fire and flood damage, theft and vandalism. 

The cost of additional processing in the event of loss should be included together with that for the restitution of data.
	a) Obtain details of the insurance cover provided.

b) Review the organisation’s insurance cover, including any specific exclusions to confirm appropriate cover for IT risks is in place.

c) Confirm that networked and departmental facilities outside the main computer centre are included. Also, compare insurance policies with leasing agreements to check whether the latter include insurance cover.

d) Confirm the details of equipment insured against the asset register / inventory.



	
	5.1.2
Arrangements should be in place to advise the insurance company of any changes in equipment or insurable risk.
	a)
Confirm that a procedure exists to notify the person responsible for insurance arrangements of all new acquisitions so that insurance records can be kept up to date.

b)
Review the arrangements in place.  

· Procedures may require a direct notification of equipment purchases or material relocation of resources where the location provides a different risk profile.

· Alternatively the value of the insurable risks may be linked to the corporate asset register, which should be maintained up to date.



	
	5.1.3
All items of computer equipment should be recorded in an inventory which records make, model, serial number, cost and date of purchase.
	a) Establish who has responsibility for maintaining the inventory.

b) Review the appropriateness and completeness of the inventory.

c)
Review the arrangements for keeping the inventory up to data and periodically testing accuracy of entries.

	
	5.1.4
Staff are instructed to secure fully all IT facilities used off-site.
	a) Confirm that written instructions are given to all staff making them aware of the need to secure all equipment used off premises.

b) Confirm that insurance cover is not invalidated if equipment is taken off premises.


�  Uninterruptible Power Supply


� NACOSS: National Approved Council for Security Systems
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