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IT Network Security
Internal Audit Programme Guide
This guide has been funded by the Housing Corporation

IGP Database Ref No G01-20213

Introduction

This guide provides advice on matters designed to assist the auditor in developing an internal audit programme on network security. It is the responsibility of the auditor to determine which elements of the guide are incorporated into their internal audit programme. The tables setting out the key control and expected tests do not imply that all the items contained in the tables need to be included in the internal audit programme developed by the auditor.
Preamble

In its most simplistic form, a network is nothing more than two or more computers connected together by a cable to communicate and share resources. Networks are often called LANs (Local Area Networks) and depending upon the size of the association there may also be a WAN (Wide Area Network.) There is not always a clear distinction between where a LAN ends and the WAN starts, although it is generally accepted that WANs relate to network connectivity that is external to an association’s physical perimeter. This may simply be a network connection to another site across town or it could be a network connection to the other side of the world. 

Networks facilitate the sharing of resources, such as printers and disk space, as well as the sharing of data and information. Associations are linking more and more of their systems to the corporate network and are also opening up their networks to suppliers and customers. Housing associations are also connecting their networks to public networks such as the Internet. 

Wireless networks are also becoming a common addition to the LAN or WAN.  They provide a flexible way of working as the user is not dependent on there being a data point nearby.  However, wireless networks are inherently less secure, therefore, data transmitted over the wireless network must be kept secure and the access to the wired network controlled. 

The very nature of networks means that they pose a level of risk to an association. Data held on a network can be accessed by a local user, a user based in another part of the building/site or a user based in another part of the country or world. To decide how much resource to expend in securing the network, the association needs to consider the value of the data held on the network, the publicity or visibility of the association and the harm that could be caused by a loss of service. Consideration should also be given to how much disruption or imposition can be borne by the association’s network in the name of security.

Most modern housing associations are connecting their networks to the Internet to take advantage of services such as the World Wide Web and Email as well as engage in “E” activities. Internet connections pose a higher level of risk as the network is being exposed to the “unknown” and in many cases Internet users are being invited to access the association’s resources and systems ( e.g. web sites). Housing associations need to have a good level of security in place to ensure that any access to its network from the Internet is restricted, controlled and managed. 

The purpose of security in any information system, computer installation or network is to 

preserve an appropriate level of:-

Confidentiality
access is confined to those with specified need and authority to view and/or change the information;

Integrity
the system, installation, network is operating according to specification and in the way the user expects it to operate;

Availability
the system or service is available, and the output delivered to the user who needs it, when it is required.

The level of security required will depend upon the risks associated with the system and/or network. 

Housing Corporation requirements

The Housing Corporation does not include any specific requirements on network security within the Regulatory Code however the Housing Corporation implements the industry best network security practices to mitigate the associated security threats in its network infrastructure.
Audit Commission requirements

The Audit Commission does not include any specific requirements on network security within the KLOEs.

Areas covered by this Internal Audit Programme Guide

This Internal Audit Programme Guide covers the following areas:

· Overall control framework

· Access control

· Data transmission security

· Network protection

Key Risk Areas

Failure to put in place and enforce robust systems of internal control in the area of network security is subject to a number of risks.  These could include the following:

	Risk
	Potential Implications

	Poor network performance. 
	· Lack of confidence in the network

· Business objectives not being met

· Unable to support the latest systems for business processes

· Inefficient working practices 

	Unauthorised access to systems and/or data.
	· Interruption to the day-to-day operations of the association

· Financial loss

· Loss or disclosure of confidential or sensitive data

· Fraud

· Breach of relevant statutory legislation e.g. Data Protection Act 1998

· Bad publicity and reputational damage

	Virus infection


	· Loss of data and/or systems

· Denial of service to legitimate users leading to business interruption

· Cost to clear up infection

	Network failure
	· Interruption to the day-to-day operations of the association

· Financial loss

· Bad publicity and reputational damage



The auditor should also review their own organisation’s risk map for risks relevant to this review.
Other sources of information

· "Auditing IT Infrastructures – Alan Oliphant"- IIA (2004)

· “Computer Audit Guidelines Version 6” – CIPFA (2002)
·  “BS 17799 Information Technology — Code of Practice for Information Security Management” – British Standards Institute (2000)
Useful Websites

· British Standards Institute - www.bsi-global.com

· CIPFA - www.cipfa.org.uk

· Institute of Internal Auditors (UK and Ireland) - www.iia.org.uk
· Institute of Internal Auditors - www.theiia.org
Disclaimer

This guide has been prepared to provide persons carrying out internal audit reviews with an understanding of the risks and controls associated with the activity covered in this guide. This guide does not purport to be a detailed technical guide on the activity itself. The information and guidance contained in this guide are provided for general information purposes only and do not constitute legal or other professional advice. Users of this guide are responsible for establishing whether there has been any new guidance and/or regulatory change since this guide was prepared. This guide should not be relied upon to identify all strengths and weaknesses that may exist or to identify all instances of fraud or irregularity. HAIAF does not accept responsibility for any loss that may arise from reliance on information contained in this guide, or from its omission or unavailability. Specific professional advice must be sought in respect of any particular query. 

All references to publications and legislation are applicable in England only. 
1.
OVERALL CONTROL FRAMEWORK

	Key Risk Implication
	Expected Key Control or Process
	Suggested Tests

	1.1
Inappropriate control leads to security breaches and loss of data. 
	1.1.1
A strategy exists for the continued effective, efficient and secure use of networking facilities.
	a) Obtain a copy of the association’s IS/IT strategy and confirm it includes reference to the strategic objectives for the network. 



	
	1.1.2
Responsibility for the management and operation of the network is clearly defined.
	(a)
Confirm who has responsibilities for the management of the network and that such responsibilities are clearly defined within their job description. 

(b)
Confirm that the responsible officer(s) has received the appropriate training for the systems and technologies that they are responsible for supporting.



	
	1.1.3
Network users are adequately trained on network usage and security.
	(a)
Confirm that users have received training on specific network services, such as Internet and email. 

(b)
Confirm that the association has a documented information Security Policy that is broadly conformant with ISO17799. 

(c)
Confirm users have received adequate training on information security matters. 



	
	1.1.4
Technical standards and configuration information for all network facilities are clearly documented.
	(a)
Confirm the layout of the network is diagrammatically represented on a network schematic. 

(b)
Review whether configuration information is held on the servers and devices that are connected to the network and determine how this documentation is kept up to date.



	
	1.1.5
Network activity is monitored to ensure that performance is optimised.
	(a)
Ascertain what tools and utilities are being used to monitor the performance of the general network and of the specific devices connected to the network. 

(b) Confirm reports on performance / utilisation are produced and reviewed and that trend analysis is undertaken to forecast the future requirements of the network and to identify increased traffic levels which may indicate an attack.

(c) Devices connected to the network are monitored in order to detect any unauthorised or rogue connections, such as wireless access points.


2.
ACCESS CONTROL

	Key Risk Implication
	Expected Key Control or Process
	Suggested Tests

	2.1
Failure to control access to the network leads to data loss, manipulation and legislative breach.
	2.1.1
There is a formal registration and de-registration procedure in place. 


	(a)
Confirm there is a documented registration procedure whereby all new user accounts are authorised by line management. Sample test a number of registration requests to confirm they have been appropriately authorised. 

(b)
Confirm that network administrators are informed of leavers so that their user accounts can be disabled. Obtain a list of leavers and sample check to confirm their accounts have been disabled. 



	
	2.1.2
Passwords are changed on a regular basis and are of a suitable length and format. 
	(a)
Confirm that:

· User passwords are changed regularly. Technical guidance and good practice would suggest a change interval of between 28-42 days. 

· Passwords are required to be at least 6 characters in length and contain at least one non-alpha character (complex passwords).

· Passwords cannot be re-used for a period of 12 months.

· Passwords are changed following initial logon to the network and following a password re-set.

· The minimum time between password changes is 1 day.



	
	2.1.3
The number of unsuccessful login attempts that can be made to the network is limited. 
	(a)
Confirm that no more than three failed logins can be made before a user account is locked out.

(b) Confirm that procedures are in place for reviewing failed logins so that possible intrusion attempts can be detected.  

(c) Confirm that accounts can only be re-set by an Administrator.

(d) Confirm that there is a process in place for re-setting passwords and checking user’s identity.

	
	2.1.4
Remote access to the network is by a secure method.  Any access to the network should be secure.   

   
	(a)
Direct dial-up modem access should be discouraged and a more secure means such as Virtual Private Networks (VPNs) or a secure gateway package are used instead.  Where dial-up access cannot be avoided, confirm there is a clear policy on the use of modems. Only authorised modems should be allowed connectivity to the network. 

(b)
Confirm modems are kept switched off when not in use. 

(c)
Ascertain who has remote access to the network and whether this is authorised. 

(d)
Confirm remote users are suitably authenticated.

(e) Confirm that there is a ‘Code of Connection’ to confirm that third parties comply with the Association’s Policies and Procedures.

(f) Remote access is controlled by limiting access to agreed times and this is monitored.



	
	2.1.5
There is a firewall system to secure the Internet connection.
	(a)
Confirm that a recognised firewall system is in place. 

(b) Confirm that firewall activity logs are regularly reviewed to identify possible intrusion attempts. 

(c) Confirm that there is a process for controlling changes and additions to the rulebase.

(d) Verify Correctness of Rules and Policies

 

	
	2.1.6 Access control at the Network Perimeter
	(a) The necessary filters and access controls should be implemented on the devices (routers, switches) that provide access to the network.


3.
DATA TRANSMISSION SECURITY

	Key Risk Implication
	Expected Key Control or Process
	Suggested Tests

	3.1
Failure to protect data transmitted over the network leads to interception and data theft or manipulation
	3.1.1
Encryption is used to prevent unauthorised access to data transmitted over the network.
	(a)
Confirm that where data is sent over a public network e.g. Internet, that it has been encrypted.



	
	3.1.2
Wireless access points are controlled and secure.
	(a) Confirm that access to the network is controlled, such as VPNs, RADIUS authentication.

(b) Depending on the access method employed Confirm that:

· the SSID is not broadcast,

· Data is encrypted using WPA, or at the very least WEP 128bit 

· MAC addresses of connecting devices are authenticated where possible.

c)
Confirm that users are authenticated using ‘strong’. Authentication, such as PKI certificates, or one-time password tokens.

d)
confirm that default passwords are changed.




4.
NETWORK PROTECTION

	Key Risk Implication
	Expected Key Control or Process
	Suggested Tests

	4.1
Failure to protect the network from damage, malfunction and misuse leads to network failure or loss of performance.
	4.1.1
Hardware and communication media are protected against damage, malfunction and misuse. 
	(a)
Confirm that all key IT equipment is kept in a secure location, preferably in a dedicated computer room.

(b)
Confirm there are adequate physical and environmental controls over key IT equipment. 

(c)
Confirm that all communication cabinets are located in secure areas. 



	
	4.1.2
There are support and maintenance agreements in place. 
	(a)
Confirm that all key IT equipment is covered by a support and maintenance agreement. 

(b)
Confirm that call-out arrangements for such agreements are adequate. 



	
	4.1.3
All data held on servers is backed up. 
	(a)
Confirm there are documented procedures for carrying out backups of systems. 

(b)
Confirm all on-site backup media is kept in a secure location, ideally in a fireproof safe. 

(c)
Confirm that a recent copy of the backup media is held securely off-site. 



	
	4.1.4
Anti-virus software is installed on the network and is up to date. 
	(a)
Confirm that anti-virus software has been installed on all servers and workstations.

(b)
Confirm there are procedures for keeping the anti-virus software up to date. 

c)
Confirm Antivirus is configured to scan all drives including removable ones. 

	
	4.1.5
Recovery and business continuity arrangements exist in the event of failure of lines or nodes on the network.
	(a)
Confirm there is an up to date IT disaster recovery and business continuity plan. 

	
	4.1.6
Control over the devices that can be connected to the network is in place. 
	a)
The use of Removable media such as Memory sticks and CD/DVD's should be controlled by allocating approved devices with the necessary levels of encryption and access controls as appropriate to prevent the inadvertent or deliberate introduction of malware, trojans, viruses and to limit the unauthorised removal of sensitive material.
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