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Non IT Business Continuity
Internal Audit Programme Guide
This guide has been funded by the Housing Corporation

IGP Database Ref No G01-20213

Introduction

This guide provides advice on matters designed to assist the auditor in developing an internal audit programme on business continuity planning. It is the responsibility of the auditor to determine which elements of the guide are incorporated into their internal audit programme. The tables setting out the key control and expected tests do not imply that all the items contained in the tables need to be included in the internal audit programme developed by the auditor.
Preamble

Business continuity planning is becoming an increasingly important aspect in the risk mitigation arrangements implemented by a housing association to aid in the successful delivery of the business plan.

For many years IT disaster recovery was considered to be start and finish of business continuity planning, but it is now generally recognised that access to both accommodation and staff, as well as computer services, are required to enable a business to continue operating effectively after a major incident.

In November 2006 an official standard was published to replace PAS56. This was BS 25999-1. It was produced through the British Standards Institution. In fact BS 25999 will actually embrace two standards: BS2 5999-1 & BS 25999-2.

BS 25999-1:2006 is a code of practice (which is the document based upon PAS56, as described above) and the other is a specification, which is yet to be published. The Standard is intended to provide assistance to the person responsible for implementing business continuity management within an organisation. It describes a framework and process for the Business Continuity Manager to use and offers a range of good practice recommendations. It is intended to serve as a single reference point for identifying the range of controls needed for most situations where business continuity planning is practiced in industry and commerce, and to be used by large, medium and small organizations in industrial, commercial, public and voluntary sectors.

BS 25999-2:2007 will specify the process for achieving certification that business continuity capability is appropriate to the size and complexity of an organisation.
Housing Corporation requirements

Business Continuity planning is about mitigation of risk. The risk management requirements of the Housing Corporation’s Regulatory Code are set out in paragraph 2.8 of the Code and they require that “housing associations must operate a framework that effectively identifies and manages risks identifying all major risks that might prevent them achieving their objectives with the necessary arrangements to manage risks and mitigate their effects”. Details and background are available on the Housing Corporation’s website.
Audit Commission requirements

The Audit Commission does not include any specific requirements on business continuity planning within the KLOEs.

Areas covered by this Guide

This Internal Audit Programme Guide covers the following areas:

· High Level Control Framework

· Loss of main office or sub-offices

· Loss of properties managed by the housing association

· Loss of key staff

· Testing of arrangements

· Management Information

The programme does not focus on IT business recovery. These aspects are covered by the IAPG guide on IT Business Continuity.

Key Risk Areas

Failure to put in place and enforce robust systems of internal control in the area of business continuity exposes a housing association to a number of risks. These could include the following:-

	Risk
	Potential Implications

	Business disruption due to an incident
	· Failure to provide services to tenants

· Additional costs arising from use of third party services to clear backlog arising from the business interruption

· Bad publicity



	Injury or death arising from failure to react appropriately following an incident
	· Adverse Health & Safety inspector report

· Legal/financial claim against the organisation



	Over-reliance on business continuity plan being complete and fully up-to-date
	· Adverse Health & Safety inspector report

· Additional costs arising from unplanned use of third party services to action areas where the business continuity plan is identified as being inadequate





The auditor should also review their own organisation’s risk map for risks relevant to this review.
The Internal Auditor should also obtain details of the most recent Housing Corporation / Audit Commission Inspection along with the Housing Corporation’s most recent Assessment against compliance with the Regulatory Code standards to identify whether any weaknesses were highlighted in the area of business continuity planning.

Other Sources of Information

There are a number of useful publications available on this topic, details of which are given below:

· “BS 25999” – British Standards Institute (2006)

· “Business continuity planning: normal business can be resumed” – NHF (1999)

Useful Websites

· Cabinet Office– www.preparingforemergencies.gov.uk

· The Business Continuity Institute - www.thebci.org

· British Standards Institute - www.bsi-global.com

· National Housing Federation - www.housing.org.uk

Disclaimer

This guide has been prepared to provide persons carrying out internal audit reviews with an understanding of the risks and controls associated with the activity covered in this guide. This guide does not purport to be a detailed technical guide on the activity itself. The information and guidance contained in this guide are provided for general information purposes only and do not constitute legal or other professional advice. Users of this guide are responsible for establishing whether there has been any new guidance and/or regulatory change since this guide was prepared. This guide should not be relied upon to identify all strengths and weaknesses that may exist or to identify all instances of fraud or irregularity. HAIAF does not accept responsibility for any loss that may arise from reliance on information contained in this guide, or from its omission or unavailability. Specific professional advice must be sought in respect of any particular query. 

All references to publications and legislation are applicable in England only. 
1.
OVERALL CONTROL FRAMEWORK
	Key Risks /Implications
	Expected Key Control or Process
	Suggested Tests

	1.1
The business continuity policy does not deliver the requirements of the housing association’s corporate and financial plans.
	1.1.1
The business continuity arrangements are set out in an official business continuity plan of the housing association.
	(a) Confirm that an up to date business continuity plan has been drawn-up and approved by the Board.



	
	1.1.2
What constitutes a “disaster” has been defined and the scenarios which need to be encompassed in the business continuity plan have been identified.
	(a) Confirm that the business continuity plan includes a range of natural and man-made scenarios appropriate to the location of the housing association (e.g. flooding, airplane crash, rail/road accident near the housing association’s premises involving many fatalities, etc)

(b) Confirm that the business continuity plan incorporates relevant risks identified in the business significant risk map.

	
	1.1.3
A procedure guide is in place covering business continuity planning and is fit for purpose.
	(a)
Confirm that there is an up-to-date procedure document in place covering business continuity planning.

(b)
By way of interview confirm that all relevant staff hold an up-to-date copy of the procedures and are conversant with the contents.

(c)
Confirm that the procedure guides have been reviewed and updated to reflect the most recent policy changes made.

(d)
Confirm that copies of the procedure document are held off-site.




2.
LOSS OF MAIN OFFICE OR SUB-OFFICES
	Key Risks /Implications
	Expected Key Control or Process
	Suggested Tests

	2.1
Reasonable safeguards are not in place to protect the office thereby increasing possibility of the loss of use of the facility.
	2.1.1
There are procedures in place for minimising opportunities for loss of use of the facilities to arise and these are fit for purpose. 


	(a)
Confirm that there is an up-to-date procedure document in place covering safeguarding against fire, flood and loss of essential services.

(b)
By way of interview confirm from a sample of staff that they hold an up-to-date copy of the procedures and are conversant with the contents.

(c)
Check that procedures cover the following (and visually check a sample of doors are not obstructed etc)

· emergency evacuation procedures for the building (i.e. fire, bomb etc.)

· emergency exits are clearly marked

· there are primary and secondary evacuation assembly points.

	
	2.2.1
Staff are provided with guidance on how to isolate a utility supply to minimise damage. 


	(a)
Check that specific members of staff have been provided with the location of the mains switches and valves (i.e. for electricity, gas and water).
(b)
Check whether there are clear instructions at the locations of the mains switches and valves setting out how to isolate that system.



	
	Office security arrangements are not covered by this guide.
	

	2.2
The core services that are required to be available are not set in accordance with the approved business continuity plan with the result that financial and operational loss arises because the correct prioritisation is to not given to service resumption.
	2.2.1
Levels of interim services to be provided in the event of a disaster until full services can be resumed are regularly reviewed and approved by the Board.
	(a)
Confirm that the levels of interim services are regularly reviewed and that the most recent version has been approved by the Board.



	
	2.2.2
Core services are allocated resumption of service target times.


	(a) Review the way in which the target times were set and confirm that adequate consideration was given to ensuring that the impact of loss of the service for this period of time.



	2.3
There are no means of contacting the housing association, which could lead to inability to deliver services and a consequential adverse publicity.
	2.3.1
Arrangements are in place for diverting telephone calls to another site.
	(a) 
Confirm the arrangements include:

· Diverting telephone calls to another office of the housing association or a commercial call centre

· Recorded message ready for use which asks that calls that are not vital be held back
(b) 
Confirm the arrangements include key staff operating from home using dedicated telephone lines/mobile phones.

(c) 
Confirm the arrangements include the use of out-of-hours services for in-hours emergency response repairs. 
.

	
	The use of IT & the internet to provide a communication bridge is not covered by this guide.
	

	
	2.3.2
There are arrangements in place to divert postal mail.


	(a) 
Confirm the arrangements include the identification of an appropriate alternative address to which mail can be forwarded in the event of the main office not being accessible.


	2.4
There are inadequate facilities available for staff to carry out their normal duties with a consequential reduction in ability to provide the normal services.
	2.4.1
There are arrangements for staff to have access to facilities required to enable them to carry out their duties.
	(a)
Confirm the arrangements include sufficient desk space at an alternative site for those staff that are required to be office based.

(b)
Confirm the arrangements include identification of those members of staff who could carry out their duties from home whilst the office is being restored. On a sample basis check that access to IT equipment has been made available to these members of staff.

(c)
Confirm the back-up site is in a location that staff can get to, but that it is sufficiently far away so as to be unlikely to be affected by the same incident that removed access to the main office.

(d)
Confirm that an immediate back-up site has been identified that can be used if the office is only likely to unavailable for a short period of time – this could be 

· Another office facility of the housing association

· A hotel

· A local authority, or similar, facility which has meeting rooms.



	2.5
Key suppliers and contractors are not advised at earliest opportunity of the new contact arrangements with the result that financial loss could arise.
	2.5.1
A checklist is available of contractors and suppliers to be contacted in the event of the loss of the office. 
	(a) Check that a list has been prepared and when it was last updated, which identifies those contractors and suppliers that need to be contacted within 24 hours of an incident arising. 




3.
LOSS OF PROPERTIES MANAGED BY THE HOUSING ASSOCIATION
	Key Risks /Implications
	Expected Key Control or Process
	Suggested Tests

	3.1
Details of properties are not available in the event of an incident that may then result in additional damage being incurred. 
	3.1.1
Senior staff can access property details in the event of an incident occurring.

	(a)
Confirm that the senior staff have access rights to electronic and/or manual records showing floor plans with locations of location of the mains switches and valves (i.e. for electricity, gas and water).

(b)
Confirm that the senior staff can access these records remote from the office and/or outside of normal work hours.

(c)
Confirm that hard copies of plans could be provided to emergency services out-of-hours if requested.

	3.2
Properties are not secured immediately following an incident that may then result in additional damage being incurred.
	3.2.1
Arrangements are in place for contractors to make properties safe and secure. 
	(a) Confirm that out-of-hours and/or main repairs contractor would have the capacity to secure a site that is comprised of more than one property, following an incident.



	3.3
Tenants are not adequately assisted following an incident, which may lead to tenant dissatisfaction. 
	3.3.1
There are contingency arrangements in place to assist tenants following an incident. 
	(a) Confirm void properties would be made available for temporary use whilst damaged properties are repaired.

(b) Confirm contingency arrangements have been made to use temporary accommodation provided by third parties.

(c) Confirm that lists of counselling services are available to provide to tenants following an incident. 

(d) Check whether advice on basic safety measures is communicated to tenants in newsletters or similar.



	
	3.3.2
Tenants are kept informed of any impact on services resulting from an incident.
	(a) Confirm that there is a nominated spokesperson listed within the business continuity plan (this may be an external agency, rather than a member of staff). 

(b) Confirm through conversation with the person at 3.3.1(a) that adequate training has been provided for this role and they are clear as to where information to be communicated will originate.




4.
LOSS OF KEY MEMBERS OF STAFF

	Key Risks /Implications
	Expected Key Control or Process
	Suggested Tests

	4.1 Key staff are not available to manage the operations of the housing association leading to financial loss.


	4.1.1
There is a designated business continuity manager. 
	(a)
Confirm that a member of staff has been designated to be the business continuity manager and that their duties include:

· Reviewing and updating the business continuity plan

· Carrying out periodic tests of the business continuity plan

· Liasing with other organisations (i.e. local fire service etc.)

(b)
Confirm that designated business continuity manager has been provided with a high visibility waistcoat (or similar) to minimise confusion of the person’s role following an incident.



	
	4.1.2
Key staff and their duties are identified in the business continuity plan.
	(a) Confirm that the business continuity plan sets out the key roles and allocated specific members of staff to these tasks (with deputies also listed).

(b)
Confirm that there are leave/working arrangements protocols that ensure that an appropriate mix of key staff will be available immediately after an incident occurs. 



	
	4.1.3
There are documented procedures setting out the duties of key staff in the event of an incident and these are fit for purpose. 
	(a) Establish when the procedures were prepared and when they were last updated.

(b) Confirm from discussions with a sample of staff that they are aware of their duties.

(c) Confirm that staff are provided with copies of the business continuity plan and that they are required to take them off-site when not working at the office.




5.
TESTING THE PLAN

	Key Risks /Implications
	Expected Key Control or Process
	Suggested Tests

	5.1
The business continuity plan is not tested for robustness, which may lead to avoidable financial costs being incurred as a result of an incident. 
	5.1.1
The business continuity plan is regularly tested.
	(a) Check what types of test have been carried out over the previous twelve months. Are they:

· Desk top only

· Limited practical (e.g. fire alarm)

· Full practical (i.e. office is made off-limit for a day)

(b)
Check whether any/all of the following scenarios are included in the tests:

· Non-availability of transport and/or roads gridlocked

· Non-availability of telephone networks (i.e. permanently engaged through overuse or switched off by emergency services)

· Non-availability of electrical supply

· Non-availability of key staff

(b)
Carry out visual check of fire exits to confirm that they appear to have unrestricted access (i.e. no boxes etc are obstructing doors). 



	
	5.1.2
Requirements of the housing association’s insurers are met. 
	(a)
Confirm that any requirements within the insurance policy for the offices are being met (i.e. frequency of fire alarm tests etc.)



	5.2
Lack of preparedness of staff results in business continuity plan not being properly actioned which may lead to avoidable financial costs being incurred as a result of an incident.
	5.2.1
Key staff are aware of action to take when business continuity plan is instigated.
	(a)
Confirm with selected members of staff that they can produce their copy of the business continuity plan.



	5.3
The business continuity plan is not kept up to date which may lead to avoidable financial costs being incurred as a result of an incident.
	5.3.1
The business continuity plan is updated with the outcomes of tests carried out. 
	(a) Confirm the designated business continuity manager prepares post-test evaluations and that the results of these are input to the business continuity plan.

(b) Select a sample of the post-test evaluation forms and confirm that areas requiring improvement have been addressed with the business continuity plan.

(c) Confirm that the potential new risks identified through the risk management process are considered as part of the ongoing review of the business continuity plan.


6.
MANAGEMENT INFORMATION

	Key Risks /Implications
	Expected Key Control or Process
	Suggested Tests

	6.1
Senior management and the appropriate committee are not kept fully informed on the readiness of the business continuity plan and as a result may make decisions without having all the necessary information required to inform that decision.
	6.1.1 Appropriate management information is reported to committee embracing all major aspects of the business continuity plan.


	(a) Confirm that reports on the readiness of the business continuity plan are produced for members on a regular basis.

(b) For a sample of information reported, ensure that evidence exists to support the detail contained within the reports.



	
	6.1.2 Regular information is produced each month for managers showing any changes in the readiness of the business continuity plan.


	(a)
Confirm that a regular review of the business continuity plan as a whole is carried out by senior management. 
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